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23 Mxz. WALGREN. tn behalf of Congressman Gore and myselF, T
te welcome ygou to these hearings. e are both plieased

] 241 want
251 to c¢o-chailxr these hearings as chairmen of our respective

28] subconmittees, on my side the Science, Recearch and

.27} Technoclogy Subcommittee, and on Mr. Gore's side, the !

. . . - . . i
221 Subcomnititee on Jversight and Investigation. {
29 KHe also want to recognize the role of Congressman Glenn

30} English, who is Chairman of *the Subhcommittee on Govexrnment
317 Inforxrmation und Individual Rights, who held heaxrings on

32| Maxrch 10th on *the proposed Executive Order on National

- 33| Securxity Infeormaticn.

3 In Februaxry, Congressman English and nmyself, Congressnan
351 Gore and severcl othex subcomnittes c¢haizmen, sent a joint
36 letter to the National Security Advisoxr, William Clazk.

7 asking foxr an adzquate opportunity fox Congrecs to look

381 carefully at any new directives on the internatiocnal

3¢ exchange'of scientific infoxmation. Although ouzr hearings
4LQ ‘thay will focus on a nunbex . of vroposals by the R E

41‘ Administiation, I am afraid our discussions will be hindexed
42] hy the ahsence of a representative of the Naticnal Security
43! Council, which declined to provide us either with a witness
41 oxr a current draft of the Executive Order presently undex

45| review.

46 Our purpose today is to determine the impact on science

and technoloyy of recent Administration proposals for

£
~J
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:HS“ increas sad contxzol of potenitially sensitive technology and
§ .  \ 59 scientific data. The proposals forx tigﬁtening control oumx
§G 501 nil”lc cxvh“hge", the exwvoxt of technology, and.fhe free
51- £lou of information are being put Fforth hv théa : :
52 Administration in the nane pf nation security.

53 How, 10 one would guestion the need to protect information

541 of direct nilitary inmportance in the interest of national

56| security. But cexrtainly we all have concerns that the |
56| Adninistration may not have dcne a careful and comprehensive
57| and oren analysis of the lotal impact of the various acticns

58] on science and technology as well as the impact on achieving
59) econemic, political and societal goals as a whole.

60 Both security and scientific issues are complex and

61} difficult. Scientific¢ censzcxrship is an anathema to a free

“

N

&; 62| society, but certainly circumstances do dictate that we find |
63; a solution to the balance we must strike betuwesn national
64] secuxrity and the exchange of scientific and technical

65) inrormation. This kalance is critical to safeguarding and i

66 maintaining the quality of academic research and industrial

67] competitiveness in the United States.

68 Unnecessaxry and overly restrictive barxiexs to scientific

69| c¢ommunication in the international zrena would, by its very

70! nature, also curtail domestic ewxwchange, even though the

71 ultimate intent of such a policy may be strictly for

N

72{ nsiional security. Thus, ws must be careful to ensure that

\"’

}.

|
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73 such actilions do net bacone nore costly to our oun vitality
7841 in scilence and technology than the benefits which nmay be
75' realized by limiting foreign access ox exchangé.between
?6‘ PEYSONS.
77 ‘ Moxeovez,'whatever the ﬁheory is in restricting
781 technological exchange, history has taught us that actual
.79 implementation‘by.a bureaucratic organizstion can result in
&€0! the most bizarre and arbitrzary of actions. We cannot assune

ensoxrs will represent the best and
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82| Judicious asrects of oux society.

83 To develop ] proper haiance between gévernment policies
&4| "that enhancé and these that protect cxitical scientific and

35). technolegical information, ue nmust first ask ourselves tthat.
861 we are trving to acvcomplish in oui velations with the Soviet
871 Union and the Eastexn bloc. We could then perﬂéés more

58 intélligently respond to the question before us--hou, if at

891 all, science and technology, either free ox forbidden, might
90! contribute to cur national goals.

We will be anxiocus to learn from the Administrxation

(el
-3

(o}
o

witnesses how they plan to protect the Flou of information

93| without suppressing legitimate and necessary scientific

94! exchange. Ouxr country has enjoyed a bright history of
95| innovation, and when we look at our society as a whole and

96| see the other societies we are competing with, one of the

47| brightest prospects in America is the fact that because of

~
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98 ouxy ifree exchange ue'huve mafde the hrealkthroughs. Ti:e ncre |

%' . 99 oux exchange of infermation becomes less free, the less ue

109_ can count on making the Xinds of czitical breakthroughs that

101} may be very impoxtant in every sense of our natidnal

102 interest.

103 e will also be interested in the process used to

104] cooxrdinate policy decisions amceng the various Executive

105| Branch agencies responsible for national security, and the

106 extent to which guidance was sought from the scientific and

107! industrial communities, including the Science Advisor to the

108] President. So we have a wide range of grcund that we would

109} like to cover, and we cexrtainly appreciate the witnesses

110} being here today.

fiT I want to recognize the co-chair of these hearings,

112| Congressman Gore, the chairman of the oversight and

113} investigations subcomnittee of the Coﬁmittee on Science and

114} Technology, fox his comments.

115 fx. GORE. Thank you very mnuch.

116 : The United States has long enjoyed the henefits f£rom the

117] competitive edge it possesses in vast areas of science and

118] technology. Almost every aspect of our lives has as well

119| become increasingly tied to the course of scientific and

120} technological advancemént, including most importantly oux

121} national security.

122 It has been arqued by some that unrestricted exchange of
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#23 cetentific information is central (o a free society and to

2| scientific advancement ss well. While accepting the gensxzal
1“5 “idea of frees exchange of infoimation, octhers have arguad

1261 that certain situations may involve the. transfer of-

1271 information which can have an impact on naticnal security,

7128 ahd tﬁat'such'infoxmaiioh tlow should.be restricted.

129 The issues which are the subject of our hearing today ave

130! both difficult and sensitive. They pxobe the very life
131 foxce of = democratic society such as ours--freedom of speech

guard this

(3]

132]| and freedom of infozmationf as well as how to saf
133| freedon.

134 Our wintesses today will help to more c¢learly identify the
135| interest at Staké and the potential points of conrxlict and,

v -

1361 hy doiny so, will hopefully assist in the process of finding

B 137} an appropriate balance foxr a free socliety.
138 - R&s I menticned, the United States has been at the

139]| forxefront of technological innovation. The Soviet Union,

140| however, has also benefited Lrom Yankee Kkncwhow and

141] ingenuity threcugh open scientific eichange with the United

142] States and, more often than not, by availing itself of the
1431 generally unrestricted access to information citizewns of
144 this countxy enjoy. Recent actions of the Administration
1

145] have bheen designed to affect greatexr conltzol over the flouw

146| of information, technologyv, materials and individuals than

-147| has previously. existed. These actions include revisiocns in

~

A e ey
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1ng  t: wezding and implewventation of ewport control regulations

juel and in proposed xevisions to the Executive Oxder on Natienol
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161 to vestrict dissemination of infoxmation.

estrictions derived from these policy decisions axe

Y

The
152! aimed at the free flow of technological information as well

1541 as products of technology. Such actions deserve our careful

1551 attention, and there is a need to assess whether these

156! measures will have unintended and serious side effects.
57 Mz. Chaixrman, I am glad to welccome ocur first witnesses

58| here this morning, and I wanted Lo take special note that
55) Mr. Millbhuxn and Mr. Brady and Admiral Inman have provided
10 tésﬁimony hbecause of cuxr request. As a membexr of the

1| Intelligence Committee, I wanted yarticularly to welcome

Zdmiral Inman and advise my colleagues who have nct had the

”
4
2} ecpportunity to woxrXk with him in such a foxrum that he has an

' unusual degree of respect among the Menmbers of Congress that
have workKed with him.

As I told vou in a private conversation, Admiral Innan,

the perception of your statement which occasioned this
hesring most directly I think was somewhat uncharxacteristic
of fhe relationship yvou have had uith the Congress and the
public generally, and as I told you'at that time, I am

looking forward to an opportunity to explore exactly what

the issues are here.

“
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173 Than¥ you, I1r. Thalzman.
1L Mr. HALGREH. Thank you, Mr. Goxe.
175 I would like to recognize Congressman Brouwn for any
176 opéning comments.

Mr. BROUX. I have no comnments,

A
~}
~

We will, wuithout ohjecticn, kKeep the zecoxd
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1791 oven at this point fox othex statements that membexzs of ti
180| committee who may not be able to be hexre right nou might

181! want to submit.
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Mr. WALGREH. I would ilike to turn *to the f£izst panel,

made up of Adwmiral Inman, the Deputy Directoxr of the Central

Intelligence RAgency, and the Honoxahle Lawrence Brady.

-

Assistant Secretary for International Trade Administraiion

Qith the_Dewaztment of Commexrce, and Dr. George Millhuxn,
the Rcting Deputy Undez Secretary for Rasearch and .
Engineexing'o%'tﬂe ﬁepéztﬁeﬁt of Defense.

Gentlemen, we are very pleased you are hexre today. It is

keep the copening

o]

my understanding we axe going to tzy t
;emarks to something in tﬁe range of ten minutes, if that is
acceptable. Your written statements_mill be nade a part of
the record automatically.

Let's start with Admirzl Inman and then go from there in

either summarizing or presenting your thoughits to the

committeé in whatever way you feel is most effective.

STATENMEHTS OF ADMIRAL BO3BY R. IXNIIAH, DEPUTY DIRECTOR,

"CENTRAL IHTELLIGENCE AGENCY; HON. LAWRENCE J. BRADY,

ASST T SECRETARY, INTERHATIOHAL TRADE ADHIHISTRATICN,

[
Lt}
o

TA
DEPARTMENT OF COMMERCE; AND GECRGE MILLBURM, ACTING DEPUTY
UNDER SE&RETARX FOR RESFEARCH ﬂKD ENGINEERING, DEPARTMENT OF
DESEHSE; ACCOMPANIED BY LEC YOUNG, DIRECTOR OF RESEARCH AND
TECHNICAY. INFORMATION, AHD FRAKK EAFPER, DiﬁECTOR OF o

MILITARY TECHNOLOGY, OFFICE OF IMTERNKATIONAL PROGRAMS AND

TECHNOLOGY

Approve : - -

-
N N U U,




)
—
-2

213

™3
£

~
&
o

™o
x>
~J

P

a8}
[y

9]
oo
o

e

Approved For Release 2007/03/21 : CIA-RDP84B00274R000200040004-7
57038030 PAGE 10

STATEMENT OF ADMIRAL TN{MAN

Admixal INMAN. Thank you, Chaizman Halgren and Chaixman
Gore ..
I appreciate the opportunity to appear pefore this

" committee this morning and tc expand on my previous public

(e o= prasovcel bailsd

: B - . . .
remarKs, where I undertool as a Knowledgeable, -persensat— .

N

citizen to sarve as a "'goad'', and I am here to play

0

tha

same role again hexe today.

Ifrlvmay,.l'mould like *to entexr for the recoxd, in lieu
a féfmal statement, a summnary of the xemaxks I made’beiore
the American Association foxr the Advancenent oi.Science, as
contained in a publication called Science Neus.

I had not previously Known of the vpublication ox of its

reporter, hut I would particularly like to call it to youx

attention for tuo reasons: one, for the short, accurate

sunmary of.viéws‘at that symposiun,. and scecondly, as a plug
for amccuracy. It is the only repotting that accurately
reflected what was said on that cccasion, as you will see
when you-peruse the document.

Mr. WALGREN. Mitho;t objection, that will be entered in
the record. I can guarantee you that no one more
appreciates the divexgence from accurate reporting than

Members of Congress that we sometimes experience.

[The informatiocn follous: |

v
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201 ' Admizal.IHhRN. s you willrnote, these were Qy poersonal
. . . ]
{: 242 vieus. Théy did notl represent that of either the i
243A Administration or the intelligence community, and that is
2uy thevsame situation which pxevails today.. I de%iperatelyf
‘295 have nqt coordinaﬁed my»;emg;ks with either of my colleagues
2461 thalt arze here, so we come tg vou as independent
“24%7)-representatives iﬁ‘a férum to providé vou with both
248 information and hopefull? some userful ideas.
249 In an open societyf there is a tendency to automatically
2561 take the view that one cannot debate the substance of issues
251| unless you see the evidence. But when one is dealing with
252] the product of collection against a massive Soviet effort,
253 it is difficult to convey the sense of the knowledge without
25%] revealing how we got that knowledge, and it is going %o be
.ﬁ :
d 255 critical in the months and yvears ahead that we retain that
256 abiiity to coilect. 1 - - - -
257 I have been hard at work, nonetheless, in trying {o dzaw

258 Zfrom the intelligence community an unclassifisd sumwazry of
2591 our knouwledge of Soviet efforts to obtain Hestern
260¢{ technology, and %ﬂ\use it uvltimately to impzove theirxr oun

261| military capabilities. I have gotten several suggested

©

262] statements, but they contain, in my view, too little fact
263| to, 4n—faety engage the concern of the public as it needs to

264! be engaged. There is a final version that I have looked at

265] over the weekend and it is about ready to go. With the
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classified vexsion of this data at some length in the

technolcgy which the Soviets have acquized from the U.S.,

?Iincipallybfrem the West, I would rcughly categorize about

S7088030 . PAGE 1%

interaest of the committee, T will foxwaxd to you, hepeiully
within the next week or tue weeks, a summary of the un-—
classifiec Latellﬂgence from @ community pexspective, not:

sust CIA, which vou may f£i 1d helpful as vou cdntinue to

consider this overall.issue.

..J
o

Mr. GORE. Mr. Chairman, I would ask unaninous conser
that we hold the record open for inclusion of that material,

2 recoxd also, Admiral Inman, again as

th
d<
posad

but I must note foz

cF

e convexsation, I have pursued the

}J.

T told vou in a priva-
Iintelligence Committee and I think 1if the classified version
were d“dc public, 1t would stiil f£all shoxt of the so-called
"tidal’mave">that was referred ﬁo. But we can purs;e that
laterx.

_Admi;al INHAH. Thank vou. . -

Let me'try to sumnarize an aggregate for you the Kinds of ]
problems we deal with, and then let you Tocus vour hearings
as vou cho- 52 on vaiiéus elemenfs-of it.

s we look at the mllliarlly useful, militaxily“related

70. pexcent of that acquicition as having bheen accomplished
by the Soviet intelligence services. You may well have a

CO o4

representative of the services present this morxrning, and if

You can get their testimony you might get a moxe atcurate
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+ in the =zbsance of that, T'11 give you

70 nercent as a reasonahle figure to use.

militaiyvhazduaie, either through direct espicnage, tThx

Aput e opertky and, if not svccessful, then illegall

actualchmponents or designs, and a vexy thorough vacuun

'

‘will let *them concentrate theix espvionage activities

No

ihformation of value to the Soviets, a small percentage.-
comes from the direct technicéal excﬁangez conductedsby‘
scientists and by students.

has
trade diversions and collection directly against defense
contractors and high technology firms working in advanc@d

3

and subsidiaries of U.S. firms akroad, and intexnational
organizaticns with access to asdvanced and/ocx proprietarxy

technology. They are placing a high priorxrity on tha

collection of science and teohnoloqvc 21l information, on
oA

technologies such as very high-speed integrated cireulis

very largye-scale integration technology from Westexn

The bullk of that is concentrated on trying to get directly

cleaning ,f»anythlng'availéble in the public sector which

0f ths remaining. 20 to 36 pexcent of the acquisition oif

The concentration by the Soviets -hewe been on illegnl

" technolegy, hoth classified and vnclassified, foreign £irms

dagars, particle beams and genetic englineering. They are

also stepping up their efforts to acquire new and emerging

universities and commexcial laboxatczies for hoth military
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&6 and commercial applications.

&
oy

e 317 If we are successful in.effoxts over the next several
a
=2

18| veaxrs to improve our counterespionage activities in this
319) country, we will deal with the large aggregate of Soviet
320| -success in acguiring technology in the country, and that, as

3211 I understand it, is a totally separate issue. from the one

e

322| you're addressing this morning. But fronm past practice, we .
3231 can be cexrtain that as those counterespionage activities

24} become more effective in cutting off the most lucrative

325| source foxr the Soviets, they will incressingly turn their
-326] attention to the xemaining elements seeking morxe . T~
327 information, seeking to mine moxe informaticen, which will

2281 ultimately be of at least some value in f£illing the shoxrt-

329} falls.

330 Where do we think that pressure is going to come? Since

331 the early 1970s, the Scoviets and their surrocgates among EZast
_332 »Europeansrhave heen increasingéésing their national

ABBS vintelligénce services to acquire Westérn civilian

334 teghnologies~ffor eranple, energy, chemicals, and even

335} consuner electronics.

336 Second, since the mid-197Cs, Soviet and_East European
337 intelligence services have been emphasizing the collegtion.
338 of manufacturing~ﬁeiated tecﬁnology iﬁ additioﬁ.to‘meapoﬁ
»339 technology.

340 _ Thixd, and for this forunm perhaps the most important,

~




3
=
[F8]

ey
"

(6}

3
fonl
o

350

363

364

365

Approved For Release 2007/03/21 : CIA-RDP84B00274R000200040004-7

HeT0S5030 PAGE 17
the late 1670s, therxe has been an increased ewmphasis

neu Western technologies energing frxom universities and

eseaxch centers.

by thase hostilo intelligence secxrvices on the ascquisiition of

In t 530 ting on the larye body oL cla qajfled 19f0*m»*lcn,

and on the functioning, sometimes reasonable well and

sometimes not well, of the government's hursauczaey -in

dealing with the large outflow of knowledge, I hegan trying

to proiect ahead toward thal Soviet concentratien which

viill

cone - Jn greater .de egree on the information available fxon

research centezrs and‘univezsities in the years ahead.

<

From my past euperience, I was vexsuaded, nd I Lenu“n

persuaded,. that if we can enexgize the academic and

scientific communities o think about the problem, ws have 1
ive

reasonable prospect that they will come up with inngc cvat

h
Ha

ideas which will not close o: that flow, but_mill
‘substantially lowexr the iisks they, as citizens of this
country, share with the rest of wus.
, o N
Why do I feel ideas can come that will help Ffzxon t

acadenic community? Because of experience in a related

topic, the field of cryptology. The government became

he

or CRYPTOLO GYe

conceéerned about the public circulation of documentsA
covernment's concern may well have been ovczdrawn, but
was nonetheless real. In the academic uoxld there were

who were heard %o say ''NHo restriction, no,dialoguefof

N
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-who took the view that they couldn't cifer any solutions

security concerns, and to try to establish mechanismns by

~acadenicians themselves cane forward with. some schenes

has a reasonable base.of Knowledge on which to mnake

N

Fh

type is possible without impaizment of the hasic rights o
academic freedom. '’

Some very thoughiful acadewmicians who listened to the

- A
cO

dialogue offered to play the zole of honest bxokerx,
3 v

provide a foxum to discuss in detail the governmeént's

concexrns and government -proposals. Academicians were

4

invitad to join to present theix ideas. There were a feu

{

unless they sauw all the evidence of a petential dawmage to
examine.
Fortunately, there werxe some very able and thoughtful

menmbers of the academic community whe took a different vieuw,

o
o

t

o stipulate that thexze uwerxe national

who were propare

*

. “

which one could attempt te accommodate the government's ;
H

i

concerns without unacceptabie damage to the basic tenents of

academic freadom. : : =TT
The American Council on Education provided the forum. The)

National Science Foundation underwrote the cost. The
government came Torth with a series of ideas and proposals,

all of which uwere rejected by the forum. But the

which, on halance,; seened to offer promise. They have been
OF UsSEE
inplemented. They need anothexr 18 months te—wexk before one
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- there is an outflowy that that outiflouw is

relevance betusan the Field

There is no dirxect
the other technology outflows that we'ze

concexrned with now, and there is no cextainty that the

preceduras which weve developed for that sbecific model 11ll
In fact, thg
chairman of the group, Chairman Mike Heynan, the Chancellor
saying he does not think

at Berkeley, has heen guoted as

~they are dizectly applicable. I have cecme to have such
adnixation for his efforts -+he—Fast—Etiwe that I am prepared

- TEWET
1 basic *ewart is

to accent his judgments. But I think the

still trxrue.

It is time Tox the scientific community to accept that

6€ TECIANOLOG Y,
potentially

damaging, cextainly to the national interes®t and, in
specific cases, to the national security, and that they need

not to wait for government regulatiecns but to set up theirx

. - . v . ;0T
oun mechanisns now to detexmine what they helieve they ca

——

usefully contribute. in the way of ideas, in the way of

precedures, to limit the outflou. Hone of us should have
any idea, that we will totally

the
stop i

to put foxth any suggestion,

OUTFLOW =

There will be a level of outflow that we will ultimately
judge tc¢ be acceptable, but it is my judgment that the

current outflow goes beyond that level, that .ve need to drauw

already demonstrated

N

on the skill that the universities have
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in liniting Zlow when thoy %%%h to patent the. rxesults, zand

1@y are worMing for industxy, to also

find ways in which they c¢an nake suggaestions that will

impedce the f£lou to the Soviets of useful technolegy’ coming

out of their own research effoxrts.

Tdeas Ffrom the academic world will not do the job alone.
The goverﬁment will also have to come up with new,
responsive mechanisms to guickly respond to the scientists
when they ask will unfettered puﬁlication of reseazch in
+his new area have any potential for nilitaxry application in
hostile areas. And if the covernment is not prepared to

rapidly resprond and to explain why, then there would be

little likelihood of the efforits on the paxrt of the

.

scientists ever going very far.
Let me stop at that point, Mr. Chaizman, and turn the =~

floor over to my colleagues, and then I will be prepazxed to

ansuer guestions.

.
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ﬁf& WALGREN. ~Thank you, Rdmiral Inman. '
| |
1et}s turn next o Mr. Brady. Welcome to the commitice,
Wil

and the sanme introduction arnlies. Written statements
minJe a paxrt c¢f the recoxrd and please proceed as you

y&u would Like.
STATEMENT OF SECRETARY BRADY

Secxretarv BRADY. Chaixrman Walgzen, Chairman Goxe,
a verv short statement. T think it wmight be useful Fcz
discussion that I go through it.

the ovpoxrtunit

o

First let me say that we appreciat
exchange views on what we believe in the Administration
very complex mattexr that we have fto deal with. In
addressing this tepic, T will describe the issues, incl
the applications of our current controls and the genera
mannexy in whic@ we are procceding to address these issu

Imong the transfer of technology issuss of concexn
Ednministration is how and when to prevent or delay the
dissemnination of sensitive, dual-use technology for nat
security reasons without unduly burdening cxeative
scientific researchAor eiceeding legal limits. The
cenplenity of this problem stems from trying to assure

propex balance between vital national security interxest

the valuable precess ¢of scientific exchange.

‘i

I have

Tha

v to

LS5 &/

uding

1

to this

ional !

5 and
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58 4 Durinsy the enactment of the Export Administzation Act of
. L EC ©uiQ, the House recognized this complexity. The Foxeign
i C ) - . ) . ;
iy _ ' ;
LpQi BES mmittee rxepoxrt stated that controlling the i
! . : i
4 , ) X
u6i ~rnafer of technology through scientific exchange s E
442 "réifficult, if not impossible. ! : ) i
: | . | E
463 The Export Adminicsihiration Act provides the statutoxy
464 ] authoxrity for controlling the export of U.3. technology fox
t65! national security purposes. The ict, like its predecessoxs,
4661 requires that expoxt controls be used where necessary,
Uk T .. to restrict the expori of gocds and technology which
u62] would maXe a significant contzibution to the wmilitary
459 potential of any othexr country o¢r combination of countxies :
!
370! which would prove detrimental fo the national security of
571] the United States.''
i |
¢ 572 Regulations implementing this statutery mandaie have bcen
h731 in effect since 1955. They serxrve an important public

-

turpose and the Department has a statutory dulty tc enforce
%751 them. ‘ 4

475 _ Since these controls oﬁ‘txansfers'of technolog§ are not
477| new, why has this issue generated so nmuch activity in zecent
‘478) months? I believe there are several factoxrs that have

47%| contributed to the expression of concexn by the scientific !

.

%80} community. First, in the past, i

ot

has not been «learly

81| understood that ouxr technical data regulations apply equally

4821 to all segments of society--to industry, to individuals, and
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e acedemia. [loreovexr, as acadenic institutions heve becona
LR v &

D

ipcreasingly invelved in research Foxr industxial

splicaticens, more technology becomes potentially subject To

apiy
the regulations. Thus, as a consequence of academic
involvement in xesecaxrch for industrial applications, we have

pecome more aware of the impact on +the national security of

ch transfers and have become more vigilant in enforcing

3
(53

15

+he regulations..

The scientific comnunity is concerned that the
Administration’s efforis to stem the transfer of sensitive
téchnélogy_to potentiai adversaries will stifle scientific
xchange to the detriment of U.S. scienfific developnrnant and
will impose unuworkable constrxaints on day-to-day activities
in univexsities.

Ke axe not unmindfﬁl-oi the concsxrns of the scientific
community, as some have suggested. Iﬁdeed, the cuxrent.

effort to modify our technical data regulations was pronptied

by the concerns of the acaderic community. ~As ue try to

reach a delicate bhalance of protecting national secuxity

withut unduly impinging on scientific endeavor, ue will

continue to work closely with the scientific community.
I would like to de;crihe ior the membkers of the

subcommittees how these regulations are applied currently.

. The Department does not control the export of technolegy

that is already generally available +to the publiec._

N
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508 Moxeover, it does not restrict any n&nuxblic dlﬂaﬁmination

n

5991 of scientific cxr eduveational data thal is not "7'directly and

b

H
510! significantly related to...industrial prcceesses.''
511 : We Zocus on preventing the transfer of scientific reseaxch
5121 inveolving nnnpdulic data thet is related to industrial
513 processes and could endanger U.3. sezuxity. The Department
5141 consults with the intelligence and defense agencies in
5157 determining whether our national security could be
516| endangsred hy piopesad scientific exchanges.  In cases where -
517| there is a national security concern, ue mould woxi with the
518| scientists or institutions to preclude zelease of criticel
519 technology.
5204 The =zpvlication of export contrxols to scientific euchanyes
5211 is illustrated by an incident hgt occurred undexr the

D _ : i
522| previous Ldministration. In Febxuaxy of 1930, a conferxence

522! on advanced <omputer memory technology was to be attended by

524| representatives from the USSR, Eastern EZuxope, and the

525| Feoples Republic of China. U.3. sponsors of and
526 | participants at the conference included both Jadustrv
527| researchers and univexsity faculty. Since the technology %o

528! be discussed at this conference included data which was not
529] publicly available, but was related to industixial processes
530] nationals of proscribed countries could not pariticipate.

531| The sponsors restructuxzred the conference so that the

1
w
fay

information presented would either bhe publicly available, ox
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533 .would only address dgeneral Technelogy trends and noet

§ '534 manufacturing processes.
S“S. I might add, Mx. Chaixman, that at that point
SSSb‘zepresentatives fzoh_the USSR and Zastern Europé did not
537 attend ths conference. |
533 As academic institutions are becoming increasingly
539! invelved in research with industrial applicaticens, this
540} Depariment needs to clarify the technical data regulations
541) to provide more specific guidance as to whom and under what
5421 conditions transfers of technoleqgy are controlled. This is
543] not a simple.process. He are consulting with other
S544| concerned agencies, such as the CIA, hefense, State, Justice
545 and the Hational Science Foundation. At the same time we
546] are attempting to involve the ﬁcadémic and industrial

b 547! research communities in developing a workable set of

5431 xeyulations. We are also exploring ways that these
549| communities can provide advice %o the Depariment on =

550} continuing basis.

b

- 551 This is ungqguestionably a sznsitive and compiex problen.
552) We are striving to restxzict the ¢rxzansfers of technoiogy tha
5531 impair our national security, wrile not unduly buzdening

554 scientific xreseaxch. This is vital to fostering the

5551 technolcgical breakthroughs we rzed in oxrder to kecome nore

5561 productive in today's highly c¢oszetitive technology market.

557 ' Thank you, Mr. Chairman.

s
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&
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My. WELGREN. Thank you, iz. Rxady.

T

we will tuxn then to Dr. Millburn.
STATEMEHT OF DR. MILLBURX

pr. MILLBURN. Nr. Walgren, Mr. Gore, members of the
conmittee: I am pleased to héve this opportunity Lo tastify
nefore you on the impact of national security considerations
on science and technolegy.’ With me are Dz. Leo Young,
Director ¢f Research and Technical Inforwmation in my office,

and Dx. Frank Kappeur, Directox of Military Technology

Sharing in the Office of International Programs and

- Technology.

o

I have slready submitted written testimony for the record,

wnd I would like now to just make this very brief statement.

We arxe curxently looking inte *the whole process of

technology exnport controls as they affect our national

research endeavor in general, and our universities in

particular. We have instituted dialogues with the

universities, with educational and reseaxch associations;
and with professicnal technigal societies, and are about to
fund a study of the pzoblem by the National Acadeny of
Sciencgs~ Ke ara doing all'these things both to guide our

actions nmore wisely and to enlist the wholehearted support

°of the research community. : o
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suey the yeaxs therze has been @ shift in emphasis fron

+ control to zontxel ox technologv, as such. This

-\:'()(.kl cT
£ ;
:ﬂ'shift nos complicataed DOD's relationghips with the
. universities since @ considexrable amount of relevant, high-
sophnoloygy Kncewhow exis Ls, not only in those industrial |
SR 04! 8 ]
+' 4irms whexe the Knouhow is applied, but also in the
Y ,
' universities. A basic tension, therefore, exists hetueen
<ol the reyuirements of national defense and the need forx
St 1: universities to rewmain xelatively free in their puzrsuit and
; | . v
o2l gissemination of Mnowladge.
H
saz Industry is driven by goals and motivations quite
nEk 1ifferent from those found in the university, and
L“S? proprieftary restraints act to inhihit the flow inthe roally
LR important knowhow. In academia, on the othexr hand, prestige
e } . . : . . i
R =vT] and rec ognlulon are at ained by being the f£irxst teo publish =

h‘

941 new 1ide or. concept. it ie, therefore, zrucial that tha

59%] Depariment of Defense be sensitive to these diffezxences in

w30} its pursuit of the contrxol of the export of technologies

601 that are ¢ritical in a military sense.

502_' Thevsituatiou is being compliqated by, fixst, the changing

603| nature of military technologyv. Military power is now highly

S04 dependent cn advanced commercial technology.

605 S cond, the changing interesits of univexsity reseaxrchers.
606) Univexsities have entered a new era in which applied

607 research--for example, in genetic engineering--is receiving

N
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sronounced attention.
Thizrd, the emerging concept of militerily cxitical
iecg The Department of Defense has spent a great

-1 of time and effoxt defining what technologies ¢xr Xnouw-
ea

h would substantially benefit potential adversaries.
now

Except for a few academic consultants to the Department,

the acadeuic community has 1ittle knowledge oxr appreciation

of the struggle within DOD to hetter define what technical

+

f+4s

information is impoxrtant militarily and should be subject to

F

some form of review and ultimately of control.

e are caught in a dilemnma. If we vigorously attempt to

&

regulate the flou of scientific information in the

‘scientific comnunity, it could jeopardize the strength and

vitality of the very community we ére seeking to revitalize
foxr the sakevof national defense. On the other hand, if we
abandon any attempt at regulatien in the university context,
it could seriously compromise and undercut over efforts to
dontrbi the outflow of militasrily-critical technolcgy.
Nonetheless, there is veason foxr sone op{imism. We have
attempted to at least lay a framework for solving the issue
by means both practical and, it is hoped, acceptable to the
academilic cbmmunity. R dialogue uith thg universities has
alrzeady begun oveér the transfex of non-classified but none;

theless sensitive information in the Very High Speed

Integrated Circuit Progxam.- -
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The probhlem of controlling the f£low of sensitive
information may not be as difficult as £irst pexceived. The

situation is similar to that of proprietary infoxrmation

S,

developed in the course of industrially-Ifunded university

xeseafch} A corvoraticn supporxting upiversity reseaxch is
not concerned when a professoxr teaches hasic science in
engineexing in the c¢lassxoom. Tf, howevexr, in the course o
his research under corporate contract the professor made
public information would could, in essance, henetit =a
corpetitor, there would be cause for alaxrm. The infornmation
vuhich could help a ccmpetitbt is; iﬁ general, manuiactﬂrihg
oxr process Knowhow, not hasis science and technology.

Theiiocus.of DOD atiention Ffor the near Ffuture will be
t@maxd establishing c¢leaxr and consistent guidelines for the
release of information in DOD-university contrxacts. An
outline of some considerations is given in the uxitte:
testimony which I have already submitted.

Touard *his end, we have already mnet with'gnd started a
exchange of vieus with non—DOD organizations involvgd iﬁ
research. Following a recomnendation of the Defense Science
Board, a DOD-univexsity forum has been set up. It consists
of eight univexrsity presidents, the hgads of three
university and higher education orxganizations, and nirne
rembers trepresenting the Depattment of Defense. The £irst

meeting was held on Febzuaxry 24th. . ~

.
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of mutual concern.

ting dealt mainly with the cuestion of export

jefine _and undexstand

rescciation of American Universities.

National Reseanrch Council on the

effects of exvort control ¢n the publi

dissemination of technology.

In conclusion, we are tackling a

problem that has been ignored for too
tackling it in a responsible way. UWe

"4he goose that lays the golden eggs.

eggs to fall into the wrong hands. I

"agreed on that.
statément ¢f Dz.
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Mr. WALGREN. Thank you, Dr. Millburn.

the Chair would recognize lx. Gorxe.

tir. GORE. Thank yvou very much, MNr. Chairman.

Admiral Inman, this subject is one that is very difificult
to treat, &5 I'm suxe you ?robably Know at this point as
well as anyone. The purpose of these hearings is not to say
to you and others at the witness table that thexe is no
halance and there is no legitimate concexn being exupressed,
but rather to elevate the degree of consideration given to
acadenic freedom and to make you more Keenly auare of the
importance the Amerxican people place on protecting academnic
ftreedom.

When I hear you say that you want to sexve as a gecad to
discussion, T can understand that. And when you say you
want fo enexglize the academic community to take these
concerns seriously, T can understand that. ‘Nhen you say you
want them not to wait for the government to act, then I
think you begin to cxoss a line that may not exist. I think

\
to tell the—--Well, let wme rephrase that. You begin to cross
a line that the government should approach very, very
cauticusly.

You don't want to engender the féar in the academic
coﬁmunity‘that'the government will, in -fact, impose -sone

burdensome cénsorship if they do not take the suggestions

you offer as a goad, and as two subcommittees of- the .-

Approved For Release 2007/03/21 : CIA-RDP84B00274R000200040004-7
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T

T believe that we xeflect the views of the
L~icen people that yes, this is a preblem that reguires a

ES

anced and sensitive approach, but no, we don't want to

-ake the first step aleng the road that has made Soviet
e so pitiful, which is essentially the censoxrship and
ctriction that has inhibited their--—-

adniral INMAN. I zreallv Just must reject the last phase
~e being applicable in this case. The question of‘
atcrpining how ona restricts Xlowu, that to take that on vou
surmehouw are going lto create a science and technology worla |

1ike the one of the Soviet's, I think is just not a fairx

b
4o whie
comparison that a

reasonable interpretation of my remarks

=
N

pould lead you.

In‘tﬁe interest of goading the Congress as well as the
rublic, let me turn to Chairman Kalygren's opening renwarks,
whrich convey to this listener a sense‘thaf anything related
te¢ an exchange is good and anything which would impinge on
“that erchange is not good. I think you-have a
zésponsibility now to look at the gquestion of ghat henefits

L.

have accrued Lo the U.S. from the exchanges of the last

-

3

ts

e

benef

[

or 14 vears? Have uwe, as a society, measuxeabl
from our exchange with the Soviets across the whole range

that would cause us to say a continued outflow to help build

-

up their technology.is. wozth doing? TIf thexe's a case

' aﬂﬁbb i st kude .

3
O (SRS S

there, then you probably could
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REPTE R
756 But I am no longer prepaved to accepi, as a given, that
! {

b 9271 the U.S. benefits from that exchange to the degree that we
¢ - .

7924] should not, in fact, consider ways to impede that flow.

729 Mx. GORE. Well, let ma cecntinue my questioning.

30 First, in reaction to that, T don't think that the

221! national secuxity apparatus of the covernnent can shift the

2321 burden of prcof to the academic comnunity and reguixe then

233| to justify continued fxrecadom, It may bhe—-—

T 3h Admiral INMAX. Rgain, Mr. Gore. I don't think you can

] : T

7351 chazacterize 4%—as continued freedom as the question that

%261 we're talking about. e have innumerable ways in this\ o PR

7371 society in which we work with constraints, but that does not

728]. give up freedom. It controls the degree to which one

T39] parcels it out. My enormous distress with eariier covexage
' 740] by the press, as with this, is to cast it in black-and-white »

that

. 741 issues e% freedom is at risk on one side as opposed to some
742} nebulous kind of ceoncerns about Soviet gains on the otherx.

7431 I think that unfairly casts, for those of us who axe in the

744| process of uatching the Soviet events, how one might advise
7451 the government to xeact to it.
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. for us to say to you, ''Wait a minute, it looks like you're

-before we-—-
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Mr. GORE. Mell,.I know veou to be a very sensitive anelyst
and capable of_very subitle thought, and T want my reaction
to your proposal to be fair and balanced and not an
oﬁerzeaction.

Nevertheless, in discussing the absolute principles and
values that conflict one with the other in this arena, it is
impossible to avoid stating ona's concerns without
occasional reference to. the ebsolute value one is seeking to
przotect. And in the case of fre=dom of information and
acadenic frecdom, there is a point when even halting

J—

tentative steps in a direction that leads into conflict with __ [

that absolute value must be descxribed in those terms, and

irst steps in a direction that could. lead us

th

taking the
into some real trouble dowun the road.'F

How. you felt like there was an overreaction to your
suggestions. I feel like your lasi comment was an ovexr-—
xeaction to my response.

Admiral INMAN. It may well be, Mr. Gore. .Just as I have
reflected back on my comments béfore the AAAS, I have only
one part I would have changed, and that was the use of the
phrase ''tidal wave''. I don't expect a tidal wave as I

reflect on it.. I expeat sone pretiy choppy waters, however,

Mr. GORE. UWell, I think you're on an isthnus apd'there's

Approved For Release 2007/03/21 : CIA-RDP84B00274R000200040004-7
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a tidal wave that could come Ffrom either direction.
[Lavghter. ]
Admiral INMAN. Iet me ask vou a direcit question, sir, if
I may.

Mz. GORE. . Well, that's not the normal procedure, Admiral

]

Inmen, but out of my great perscnal respect for vou, T will

waive the noxrmal proceduie and invite you to procced,
however.

Admiral INUAXN. I'm grateful.

The peoint xeally is, would my concexns that I express as
knowledgeable, personal viewpcint, have the same concexns i
I spcke them as a private citizen, out of office, as they do
when I cone foxuérd_as the Deputy Dizectoxr of Central
Intelligence. Because this is a %opic on which I feel so
strzongly, that the country needs to pay attention eof—it and
needs to be concerned, that I have to make some decisions
ahbout how one can ultinately contribute hest.

If whenever I raise the concexns I'm going to find it
%réated, at least in the media, as somehow the intelligence

1S ‘ ‘
agencyﬂsem&hvm trying to throw a net ovexr the public, then T
can't usefully contribute to the dialogue.

Mr. GORE. I think the answer to your qugstion is quite
-¢learly ves. There is a changed- perception of vour remarks
because you are in the position that yvou hold, and because

they come at a time when the new administration hags *taken -
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other steps which, to some observers, nake up a pattern tha
is troubling te thenm.

inal cuestions lest I encroach on

of
E
)
th

Let me aszk just

I

e

y

First, I guess mere than a question, less than a guesticon:

is simply a statement that I referred to during youx opening

e
o
<
Y]
Q
o

renazks. I refully reviewed the evidence, and I

v

asked the rence community, both at yeour shep and

*l
=]
o
©
1~
ot
L2,
L{“

elserhere. to deseribe in detail what is it that has cone

{2

from the acndemic community, Ffrom the research comnunity.
that has given zise %o this.degree of concern.
Now, I am perfectly prepared to believe that it is
difficult to gather such evidence, and that it is difificult
to present it iIn a.wéy that engenéers in others the cuncern

that you feel. But T have nct bheen convinced that the

degree of leakage oz hemorrhaging, ox whateverx word vyou want

to use, from the academic community is such that it would ”\\\\

override the c¢oncexrns about taking even halt’ng steps underxn
the goading oI éomeone in a.éov znmént n¢h~ona1 sccﬁrluy
position post.

I wonder iFf you want to address that.

Admiral THMAN. Mr. Chairman, the study which uwill come
~forward to you, which vou will include in the record, doesg
at least have sone specifics in a couple of areas. We have

broken out sonme hard data on the targets, on the particular

e

-
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s

}(A_ JOR F

821 areas 1in which we kncocw the Soviels are concentrating thoix
. 822 efforts and will concentrate them in the months and years
1%
823! ahead.
AL A good deal of the basic werk in these axeas is being done
. ’ e e
£25| on campuses, in research centers. Not in . all canpuses,
826 Some—eftdt-—are-only those where they have agreed to work
827| srecifically with the Depaxtment of Defencse oxr otherx
828| entities,
329 YTou will recall in my remarks that I focused at this point
5301 in tTime that I helieve the actual outflow of value to the:
831] Soviets from the academic sector is a vexy small porticn of
8321 the overall probhlen.
8331 . Mr. GORE. Yes.
834 Admiral INMAN. If we are increasingly successful in the
o ”r . . . ’
e 835] counter—-espionage activities against the large 'leakage, I

836 think. the academic community is likely to £ind themselves a
837 substantially greater target than they are now. I believe
8387 these zreas will help to some substantial -degree refine at
329 least where the first interxest ought to be placed.

340 Mr. GORE. Very good. One final question now.

841 In order to put your concerns and your statement in the
842 proper context, is it fair to summarize what vou're saying
343| as f£ollows, or what yocu would like to be vexceived as

gty saying, that as a private c¢itizen, who happens to have

g5 familiarity with the fleow of information and technology to

~
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du6  the Eastern Bloc, you would lilke to sed greatexr sansitivity

$47] within the acaldemic and scientific community in this
v/

848 -country, and some thought given to that concern on their

849 part, but that neilther as a private citizen nor as a

350 responsible official in the national secuxity apparatus, Hhe

351 CIA, are yvou contemplating oxr preparing any sort of follow:”

352 on initiative by the government to attempt to enforece such

8653 activity in the academic community if they do not, on théir

354| own, recognize such an obligation?

855 Admiral INMAN. That's a fair and axrticulate capsulization

856| of my views. It is precisely the latiesxr part of that, baséﬁ T
Med e Ho g

857| on knouledge. of Soviet successes, thqt L—n&&@“begun—%ﬂ WOLLY

858 o what o%hgx branches of the governmaent wight ultinately

859! propose in the way of regulation.

b V860 The intelligence community will have essentially ne xclae

8§61} in writing the iegulations. e will put foxrth what we see

8621 as the dangex, as the leakage. Any regulations which will

863 come will come from other parxrts of the Executive Branch.

864 Mr. GORE. Well—-—

865 Admiral INMAN. And in consultation with the Congress.

866 Mxr. CGORE. I was giving you a chance to allay my concern,

\867 but--

3681 Admiral INMAH. I zeally didn't intend to allay your

869| concern, nor that of the scientists. In this case I'm

870 saying that T think six mbnths, a year, 18 monégs qdwn'tﬁe

él : ;ﬁ
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877 xoad, as the Full magnitude of the Soviet's success of

$72] acquiring technolecgy in the Hest comes to the front of the.
873{ agenda to be considerxed by the gcvernment, and the

8741 government decides hew to react, at that point I believe

375| there will bhe preposals to txy to regulate it.

876 Mr. CORE. Are vou talking about Mz. Brady?
877 Admirzal INMAN. . I think it way come from a combinaticn of

878| Commerce, Defense, State, the entire naticnal security
379 apparatus. And a2t that point in time it would he vexy

389 ] helpful if the academic woxrld had givan some very serious

881| considexation themselves to both the depths of the pxohlews o
38z and sugygestions on how to deal with it.
383 I mmay be wzong. The country may decide not to deal with i
&£84] the problem at 2ll and let the ocutflow continue. X think it

£ . . . . - —

IR §85] is more likely that we will ultimately <ome as = government ™ . __

J&)ZELLQ— ~—
886 to‘decld%qsome further effoxrts against that outflow. .
e

£87 Mr. GORE. I wilil have to pursue this at another tine. I

888| think you ended up--maybe not you personally, but you ended
8891 up placing the government on the other side of‘thaf line,

890| bhecause I don't think that threat is one~-and I don{t nean to
891 characterize what you said as a threat--but the threat that
592 you pezrceive, that you say vou perxceive, I don't think that
893 that's going to he--

894 v Admiral_INMAH. I should not endeaveor to speak for ny

885 colleagues. They're the ones who will come to the role
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sncp  ultinately of where they helicve some Zurxther ncasures to
_ ge7i impede the hemorrhaging are necessary.
:"f': '
598 Mrx. GORE. Thank you, Adnirxal.
859 Mr. WALGREN. Thank you, Mr. Gora.
c0s The Chalr recognizes Congressinan Brouwn.
901 Mr. BROUWN. Centlemen, I appreciate the statements you

502! have made this mnorning. Obviously, this is a very sensitive
203! area in which we have over a number of yvears heen trying to
904! achieve a delicate balance, and that is always something

9651 that is subject to change. I don’t think it is unusual to
205] eupect that this administration would want to review that
9371 balance when it comes in, nor should it be suxprising that
03! those who are disturbed by that effoxrt scmetines cengage in

2909) some fairxly strong rhetoxic about the feaxrs that they have

5 219| with regard to disturbing that balance. : -
91!' I have a concern about the balance in many ways, but I h ~—

912 hope that I can give you credit for seeking a rational

913] effort to establish a better balance rather than to destrxoy

214] the foundations of Rmerican freedom oxr whatever it is vou

815 may be accused of doing.

916 ‘ In orxder to improve the results of this hearxing, I wculd

917 be grateful, Admiral Inman, if you could provide the

kN

918] committee, as you have indicated you would, with that list
919 of technologies which you feel have leaked to the USSR, and

920 I would suggest, if you don't mind, that you do your best to

N

_7
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‘enhance the classified version, which T gather i1s in the

hands of Committee on Intellivence, that some of

at both in order %o determine Jjust

what the situation ig.

This leads us to wmy next question. Basically, that

question is, who makes the decisions as to whether this

drain of technology is a serious *threat to American security

or damaging to the American national interest, which is =a

texm that you used. I am sure it is no secret to you thazl

Congressmen are notoriously different and we have then

spaning the entire range of views, and we all have deep

respect for each other, but very rarely do we depend upon

~another Congressman to make our vieus for us.

Now, the question is, should we turn over to ycu, or to
the prercgative of

somebody in the administration,

establishing what our views will be on what is the national

interest, or even what is national security.
I would like to have you elaborate on how you think the
Congress should properly be involved in makiﬂg these rather

fundamental decisions of policy‘mith regarxd to what

interest and the national securitv.

constitutes the national

Admiral INMAN. Tf the process uwoxrks as I think it should,
Congressman Brown, we will eventually reach the point whezxe
the adninistration examines the current mechanisus by which

one nmanages the f£low of technology. from .the country, the.

Approved For Release 2007/03/21 - CIA-RDP84B00274R000200040004-7
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ipzernational transifer and orms zegulations of the Ztate
'Dep riment, export controls as they apply, and the Defense
fepartment rele as well.

The Congress has a number of avenues available to it to
influence that discussion, even in the Exescutive Branch, as
it is ongoinyg, pxchably no waoy more forcefully as you

demonstrats so0 often

y oy b

n the appropriations and authorization

p<

process fox the varicus depaxtments.

My own perception is *that ultimately we will zeach The

point of legislation that deals with how %this mechanism

interrelates among the depaxtments, that there will be =

review of the state of the legislation. It may be that that

iew will, in IaCt, not ever really address the part that

I'm Q%*heﬁp, that we will ultimately reach the decision thot

wuill put our efforts on the 70 percent rough estimate of

‘we
an outflow based dirxectly on military technology and not on
the undexlying independent science and research. TIf that's

the case, then we will not end up--unless Congress takes the

initiative--in addressing that final sector.

But I believe the process will work +to +the point that vou

will have serious proposals to consider a vyear oxr year—and-—a-

ha

1f doun the way. Khether vou should wait Ffor that, or

whether you should stari your own initiatives, I think T

would probably not be brazen enough to suggest to you at

thi

is point in time. Though .I do. think the flow of _. -
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‘debate, but a discussion--on what values have accrued to the
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informaticn, getting people to seriously addrxess the

A

oblens, and, shabt ue :c§;hﬂu need Yo get-a debatz——not a
Pz - T A T '

-

U.S. thxeugh the exchanges. I know of scme values. Ivknoé
simply in the process of ultimately being able to hire
analysts in the intelligence community who undexrstand
) RE X

Eastern Euxope, that some henefit accrues under the BEEE
process, of students thy%%—ﬂﬁ&-studg&%%ﬁmégme extended

A 4
length of time.

In my own rerxsonal approgch to the problem, I would rather
not lose that as part of the overall effoxrt, but I %hink we
do need to get the dehate off of the flash woxrds of eithexr a
tidal wave on oﬁe side ox academié freedon on the othei, épéu-'
understand the benefits back and forth. I think Congress
does have the potential for helping move that alcng fastex
than the adwministration otherwise is likely to do so0.

Mx. BROWN. Hell, you'xe going to have a problem, as we in
Congress have found many. times, in outliving your statement
about the tidal wave. I seéAthe april issue of Tecgnoiogy
Review again quotes youxr statement, in which you say—-fhis is
the one you made in January, I guess-—that it is thoroughly

-documented that the bulk of the neu technology that the
Soviets have employed in their military build up has been

acquired from the United States, which vou describe as a

hemorrhaging of this country's technology and you anticipate

N
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9066 a tidal wave of public outxage.

‘_J
1
th
r{-
Ha
o]
Ins

987} ' Ad@ixal INMAN. The only wvaxt of that that is
098| gquestion is whether ox ndh the tidal wave is going to conep
999} The othexr is documentadble fact.

1000 Mr. BROUN. Well, I have asked you to proceed with that
1001] documentation, as you have indicated vou would. J
i002 Let me ask Mr. Bzady if you recocgnime this statement. It
1003 says hexe that 'hile technical data of conceivable adverse
1004 significance to U.S. national security and foreign policy

1005| are, on occcasiocn. publicly available, the impact of theirx

1006} availability on the U.S. national security or forxeign policy
1007} is 1iikely to bé minor.'' ind then it goes on to explain the

1008 reasons foxr this. This is a 1977 report of the Departmsnt

1009 of Commexce.

.
5
—_
O
-
o

I presumne you don'£ agree with it, and I wouldn‘ti

1011} necessarily expect you to, but I would suggest that you read
1012} it so you can theroughly undexstand why you diffexr fxom the
1073] conclusion made by--—

1014 Secretaxry BRADY. Mxr. Broun, let me make a couple of

i016 One, in the five vears--I believe that's a 1977 rxepori--
1017 Mr. BROWH. Right.
1018 ~ Secretary BRADY. -=—in those five years, thexe has been a

1019 tremendous amount of information developed in the Executive

1020} Branch, certainly in the intelligence agencies, and this

N
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1621 process hegan, as a matter of fact, undex Drx. ﬁtészinski in
b 1022| the last year ox so of hig tenture at the Naticenal Securizty
1024 Secondly, I don't think it's a secrelt to some of the
>1025 menbers of the subcommittee that in 1978 and 79, as I was
1026 deputy director of the office that submitted that report, I
1027} differed in substantial terms before the Heouse Armed
1028{ Services Committee about sonme of the statements that uere
1022} being made by representatives of the Executive Branch to the
1030{ Congress. S0 I mwould Have absolutely no proebhlem in
1031] disagreeing with those conclusions. I think in point of

3 : :

2 Lac™, howeverx. a he basis c¢f what we learned in thos
1032} fact, h that tl I £ what 1 those

1033 five yeazrs is significant.

5]

1034 Just one last comment. A gquesticn was raised =2s lto uhy
ks 10351 the academic and scientific community and what rzeal impact

1036) does it have on the transfer and how important is that

1027] impact. I would only make the point that what wve have

1638 learned in the last few years is that the acquisition of
1038} technology by the Soviets as a well-cocrdinated, integrated
1040] entire apprcach. In other woxds, they buy uhat they can;
1041| what they can't gex, they'il steal. And if they have

1042| problems meshing the two, then they get the information
1043) through a different way. That’s why the exchanges are

104y importanf and that's why the student exchanges azxe

10451 impoxrtant. - - : : -

7 » Approved For Release 2007/03/21 : CIA-RDP84B00274R000200040004-7 .
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1046 S50 cach and evexry part may have little relevance to the

Vg 1047 uhole, but as the wholc, it iz ﬁzemendously important.

| 1548 :_ Mxr. BROMN. Mxr. Brady, I would appreciate it if you would

1649] expand in writing later on yecur reasons for the change in
1050 conclusions. But I would point out that what you have
1051] described is exactly what China, Jdapan, and most othex
1052] countries do who face a competitive disadvantage in
1053] technoloygy with the U.S. They proceed to acquire it as
1054 quickly as possible, through evexry means available; and that
1055! includes exchanges of all sorts, cccasional industrial
1056 espionage oxr whatever they need *to do. I undexrstand that
1057 some of ouxr c¢losest allies like France and Canada may dc¢ the
1058 same thing. For you to inply that thexe is something
1059 unusual akout a country like Russia doing it I think is

{*

v 1060| erroneous.
1061 One additional thing that I would very much like to have
1062] all three of you gentlemen do for the record. T am sure you

1063 Know that after youxr testimony we have some distinguished
1064| witnesses who will pxesent other and possibly even differxent
1065 points of vieuw from yours. I ubuld appreciate 1t ié in due
1066] course yvou could review their testimony and comment on it
1667 for the record so that we might have a rebuttal process and
1068| enlarge the dialogue to that extent.

1069 . Would that be agreeable? T think it would he very helpful

1070] to us.
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r. BROWK. Now, lot me ask one additional question, if

=

have some time to do so.

Adniral Inman, in suggesting areas of technology which vou

thought might require some additional controls--you mentioned
several and I'm going to ask you aboult ona. But you have
also, I think., wmade the point that there are axeas of

technology in which the itemn itself may not be sensitive ox

related to the national defense, hut il leads to othexr axreas

ithich might bhe.
I wanted to askR you specifically, since you mentioned

agricultural crop forecasting, whether our concern is with

sians having information akout our projecitions of

2

- +he Ru

n

global producticn fox the foxthconming year, or whethexr you
are mainly concerned about the Eaxth resouzce obsexvation

technologies which lead to our ability to do that.

Admiral INMAN. The c¢oncern, Mr. Browun, lays -with evidence

of Soviet manipulation of the market, and of conc¢ern that
the availability ¢ crop pxojectidns facilitated that. One
may end up accepiting that this is an arzea that we simply
cannot deal with, but what I was trying to get acress in

" those remarXks is the breadth of information which they scoop

up and put to use. ind it was in the manipulation of the

Mr. BROWUKN. - I think that is a vexry legitimate concern.

Approved ' : -
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1096 think it is obvious that the Russians have manipulated the

v

1067 mazket, to our great disadvantage, and we need to do

elieve that yvou weculd

joy

1003 'something about it. - But I honestily
1099 have heen doing your oun cause a greater service iF vou had
1100 elaborated on that aspect of 1%t instead of just making a
1101] statement that we ought to put restrictions on the
1102] availability of good crop fcerxecasting. There 1s nothing the
1103| Amexican farmers need more than gocod glebhal c¢rop
11081 Zoxecasting.
1105 ¢ Admiyal INMAN. Again, Mx. Brown, I hope you will read the
1f06 Science News coverage, which I put in, which is vastly
1107| different than the bulk of the rest of the coverage.
11081 . Mrx. BRCNH. But, you see, this illustrates a particulazx
1109 pelicy point.A The fact is that we do need to do something
b 1110{ about the Russian's capabilities to manipulate ouxr markets,
1111 or any other centrally-dominated state, and as a matter ofFf
1112 fact, some of our allies do that, also, uhere they can.
1113 The real policy question is how does the United 3tates
1174 respond to that; by concealing information ox hy taking
1115 policy steps necessary to redress that. What I['m interested
1116} in is the precess by which the Congress can act
1117| intelligently to take that action most helpful to the public
1118 Qelfare of this country.

1119 . It is nmy opinion that when you move the balance too far

-1120| one way toward concealing information, or restricting the \
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1121 f£low of information—--I don't wanit to use & pejorative term-—-
1122 hat vou may inhibit the capability to make the sound policy
1123| decisions necessaxry to rzeaclt adequately in the situation.
1124 Would you care to comment on that?
1125 Admixal INMAN. Thexe is c¢leaxlv a balance to be struck.

the

h

1126 ‘le tried with Congress te establish in this last half o:
1127 Seventies a mechanism which will male it possible for vou to
1122} see classified information which guides the administration
112¢ in its deliberations, by the creation of tuo select

1130} committees, by depositing information #here, hy having it

1131 available to all the Members to revieuw. I realize that has

1132] not proven satisfactory to many simply because of the

@

1133| pressures of time and since they can't rely on staffs to do

1124} it as they do othexrwise. I frankly don't have a bettexr idea

B
3 - ~ - 3 -
i/ 1135} at this point in time on how to make available the
1136 classified information.
1137 I don't think declassifying the evidence, on balance, is

1138} the right way to go, because in an open society-it is

1139 ektxaozdinarily difficult to classify information. But in a
1140| closed scciety, theyifind it very easy to do, and they find
.1!Q1 it very easy to pin down how we are discovering what they
1?@2 are doing and to go cut off the faucets.

1143 Mr. BROWN. Admiral, I am sure you ¥now that you and I
1144) have sone aifferénces with regard to the classification of

1145{ information, and T won't belabox those, but I do want to

N
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1146  xaise again the quesition of houw you resclve +

@ 1147 the policy decisions.

H i
T1h8 Do you think the Congress has a role in that?
17149 Admixal INMAN. We operate now in some of these arecas, My .

1150 Broun, under Executive Orxder. We oparate undexr those in

1151 things like the organization of the intelligence ceommunity,
-t 'y

ALM&AaJZ__ » - }
1152 becauseAEhe sdministrations have ultimately decided +they did -

11531 not want laws, and the Congress has proeven reluctant to pass
11541 lauws.
:

1155 It will be no gxreat surprise to some menbers hexe that T

1156| lobbied hard for legisisation on the intelligence cohmunity,
1157 to structure how it would bhe organized, how it would be run.

11581 But as perhaps with this lance that T'm carrving in +this

1159 current situation, there was not an appetite to undertalke

L.

1160 that in either the Legislative or Executive Branches.

1161 If Inman, as a private citizen, may express his view, I
1162} think getting on to legislation as opposed to Executive

1163] Oxders is, over the long balance, a preferred gpproach.

P16 _ Mr. BRGUM. dell, the iﬁtelligencé area is notﬁthé enly
1165] area in which most administrations take the view that They
1166| prefer not to have Congress meddling in their business.

1%67 Ultimately, as you say, we have tools with which to redress
1168| those attitudes, but whether we use then ox not is--

1169 , Admiral INMAN. They tend to be rather effective when you

117010 use them. . . : -

LN
-
)
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1171 Mr. BROUN. Yos. '
¥ 1172 Thank vou, Mr. Chairman. f
: !
1173 jv Mfx. GORE. [Presiding. ] wr. Walgren. }
T Mr. HALGREM. Thank you, Mr. Chairman. |
-1175 I weould like +to exploxre <the hemcxrhage, if we'could,
1176} Admiral. Hould I he zight in éoncluding that in the
1177} hemorrhage you're breaking *+hiz doun into various categorfés
1178) of information transfer, 70 percent being soxt of'governmehﬁ—
1179 to-gevernment or Defense Department +o Defense Departmeht,
1180 | strictly militarv, the kKinds of things that we have alxeady
1181 focused our attenpts to restzict information transfer, with
1182 apuarently at least not enough success to withhold the 70
1183] percent that they have zeéeived there.
1184 And then you have a2 30 percan{‘range, uherxa thexre is sone
& : ‘ : )
v 1185] benefit of txansfer, a very small percentage of'whlgh is

1186 reseaxrch and university related, if I heard vour testimony
1137| coxrectly.

1188 Ldmirzsl INMAN. That's not gquite what L was trving to
1189| convey, but T don't have any basic disagreement with the

1190 ultimate conclusion you get to.

1191 Mr. WALGREN. What I'm sort of trying to lead to is your
1192 agreement that there has not been significant harm in *his
1193 area yet.

1194 : Admiral INMANM. There has been some harm, and there are

1195) even sonme exanples where it's significant. It is not,

R R Vw0




L
o Approved For Release 2007/03/21 - CIA-RDP84B00274R000200040004-7

Hﬁﬁﬁﬁ= HST0880630 PAGE 52
1196 =zelatively spealing, compared to the othex losges, a laxgae
1197 part of the problemn. It is clearly the area we have been
1198 Avery slow in addressing, the cocunterespionage side, and that
1199 largely has to de with resouxces applied to the problen,
1200] resocurces avalilable to the FBI.
1201 Mir. WALGREN. Tou wouldn't use the woxrd hemoxrhage to
1202| describe that sort of transfex.
- 1203 Edmiral INMAN. T would usa henmoxrrhiage as to the outflow
12041 of uhat the Soviets have acgquired, and by a wide range of
1205| means. Ovexrwhelmingly, the most successful of those means
1206] has been the espionage effoxts, but some of that has been
.1207 totally open. e are such an open society that they éan get
1203] huge volumes of data and then very specifically target fozx
1209! the pieces which are the immediate payoff.
f oo 1210 Mr. WALGREN. But in response to Mr. Brown's asking fox
1211 documentation of the woxd '‘'hemorrhage'', you're really

1272} focusing on the whole range of the transfex, 70 pexcent

1213| being in these areas we have attempted to contrxol in the

1214 past—--
1215 Admiral IHMAN. Precisely.
1216 Mx. WALGREN. -—and a very small pexcentage, even of the

’ 1217| remaining 320 percent, being in the area of university and
1218| basic science research._
: 1219 Admiral INMAN. That's corxect. And I am also leaving,

1220 Mxr. Walgren, in the hopes that we are going to be méze'
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overnment and with cur allies, in stemming

vigh technology, the direct application, uvhere they get

tHe 1

the design of a warhead system oxr the design of a missle
guidance svstem, and that as we are successful in clesing

those, we know from other areas the attention then will

increasingly go to the areas that are uncoverxed. What does

one do then?

Just to make the point acgain that the loss

in this area, in ycur view, are not yet significant--that is

how you described those losses in the submission for the

record that you made from the Science Serxrvice publijcation.

You said, '"'I believe it is nec2ssary before significant

ocouxr.t’ I would take f£xrom that, at this point

anyway, in that area you do not see significant harm as

is that you'zxze

having occurred. So whatever the hemoxxhage

going to document -for Mr. Brown is probably going to come by
and large in that other range, cexrtainly at this point.

Admiral INMAN. The point I tried to make in response %o

Chairman Gore earliex, Mxr. Walgren, was that we know where

they're focusing their interest. We knou the problems that

are out ahead. Ihe henorxrhage—has—neb-ypat—occurzed-. The

effort to focus what

here is attention on that area and see

can one do to impede it.

You will never control it without unacceptable damage to

the USA, so vou're not talking about how you get a hundred

Qr
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1246 percent shutoff,

L3,

B 1247 Mr. WALCIEN. Y wanted to Just wsk a little bhit about thae

e

1248} premise that, as they eare cut off--and apparently you'zre
1219 assuming that yvou will be mexe and more effective with

1250 respect to the area that the hemorrhage has already ocvurred—-

1251
1252 Edmiral IHMAH. Hopefully.
1253 Mr. WALEGREN. —-—assuming you're moxre effective in that

1254} area, as they axe cut off, they will apposrently divexrt theirx

1255 attention to this smaller poxrtion of our concerns.

1256 That really implies that thev have not directed vexyv much
_ ~. o
1257] oxr focused much attention in those areas as of yet, if cux e
12588) Zear is a future Zfear, and that it will come because of tha
1259) efforts that vou and the success vou have in the axea ¢F
% 1260 dirxect military; then that implies they have not rzeally lhecan

1261 focused on the nasic research and the manufacturing and Thoe™

‘ {

e ———

12621 university research, at least until this time. : )
1263 Is that--

1264 Admiral INMAN. You will note in the Science HNews
1265| reporting of my statements at the time that I believe the
12661 primary nroblem at this point was in applied sciences, and
{u67 that there had been vexry little impact on the basic
.QL’QQAO 1JLQ¢x

1268| research. =Id—wes that it was in &he applisd xesearch whexe

1259, the overwhelming percentage c¢f benefit had been obtained by

1270‘ the Soviets.
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txom vour testimony that nothing

1

Mr. HALGREN. Rut I get
significant has happened thus fax, or at least that's the
enact werd you used, and you anticipate a greater shifting

of Ffozus on to the universities and the basic research.

& R

Then my guestion is5, is it really true that they have nct

focused theix attention on fthe universities and the basic

"~

research areas of ouxr society in the past

Admixral IH&AN. The heart of the evidence available to us
would show that they have screened information across the
whole range, anvthing that's available relating to present
and future U.S. progress in science and technrnology. But the
heart of the efforts have been on applications, thinés that
they can use in the very near term to get into production,

o

cutting shoxrt substantially the amount of time necessarxry to

get into production of systems.

IMfr. WALGREN. With respect to application and the genégalww“

approach to uhat we retain-—-and I gather we're talking hexé
mostly about manufacturing processes, the apvplied side of 1t-—
would you excuse the non-applied side from great
apprehension that thexe's going to be a transfer that would
justify draconian measures that might chill the £low of
information--

Admiral INMAMN. I have nevexr presumed that draconian

measures against the basic research side were eitherx

-warranted or likely -to occur. -

e
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1296 Mr. WKATLGEEN. Is it trus, too, thot when a manufaciuring

1287 nmethod hecowes genexally available in the woxld, if it c¢an

1258 ‘be procured from Italy and France and other areas, than we

12291 would no longexr hava a true interest in preventing

1300} discussion of that?

MAN.  Me will certainly have lost the ability to
1302 contrxol the transzferx. It is the advent of multi-national

1303 corporations, the advent of great growth in research and’

1304 development activities in Westexrn Europe and Japan, that

1305 makes this a very complex problem to deal with. It is by ne

means a technology loss only from the U.S. It is f£xom all

1306
1207 across the West.
13087 . I think if vou will lcok at the registration of patents in

1309] this country, as L underxstand it, an increasing percentage

o

’ 13101 of the applications in recent yvears. has come £xom f£oreign

1311 subsidiaries.

1312 Secretaxy BRADY. Mx. Walgrzen, may I insert a note?
1213 You mentioned that when it becomes available in Fraice ox

1314] Italy ox whatever, that we cease to achieve an element of
1315 c¢ontrol. That is not entirely zaccurate beczuge that's uwhy
1316 the COCOM system, the multilateral system of contzols,

1317] exist. That's why we maintain thenm with cur NATO allies in
1318} Japan. We do, and I think we have achieved, to the extent

13198| we're willing to be firm about it, a degree of conixol to

132C¢| our potential adversaries of the Rind <f technology and
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13271 equinment that would he availablie in othoer countries.

} . 1322 This admpinistraticn has embarked, as a result of the
1323 ?zesident's conmitment in Ottqua, on redesigning thatrsystem
13241 of multilateral controls.

1325 Mr. WALGREN. e speak of some Kind of gathering

1326 government initiative in this area 18 months down the xoad
1327| and the like. What is the degree of coordinztion and

1328| development of that zesponse? Can we be satisfied that the
1329] proper people in the administration arxe, in fact. talking to
1330} each othexr on a ongoing basis so that we Know the

1331] perspectives from various c5ﬁcezns will bhe incorporated and
1332| considered in the drawing up of whatever is conming in 18

1333} months?

. 1334 Dr. MILLBURXN. 0f couxse, the.responsibility ultimately
5, ,

) : .

£ 1335] foxr the ordex will not rest with the Department of Defense,

1336] but we have submitted our inputs with respect to how we

13371 think the classification procedure should be.

1338 Admirsl INMAN. I think this goes fax bcyqnd just the
1339 classification procedures. ‘it really géts to the wgolé

13401 question of how one looks at and ccoxdinates outflow oxf

1341] technolegy and whether the current mechanisms are working
i3421 well, if I undexrstood Mr. Walgren’'s gquestion.

1343 , Secretary BRADY. Mr. Walgren, therxe is no question but
13441 that there is an extensive intex—agency system that I think

1355] at this point works fairly well in meshing the vieus and the

N

.,,
gt
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1380  inzormation available Ffrom me to +the agencices so that the

2t inao osult - ig = . i i j
13471 f£inal result that is agreed to, either at the Cabinet level

1348} ox by the President himself, reflects a good consensus oI,

[eH

2 1 v b . ~
?343 one., what should he controlled, and +he bast means to

[}

1256! achieve that control.

-




Eaas .

AME:

1351

1368

1369

1370

greatest focus of our efforts in that area, when the
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Mr. WHALGREXN. ell, let's Llook at that, then, in one

specific case that is. As farx az T Kanow, soxrt of the

oY

A,

1941

President has now apparently decided to uithdraw from IIA
Was that decision the result of this c¢oordinated and good.
judgment, well-founded decision with input from all these

various agencies that are working on this proposal?

Admiral INMAN. None of us are vour expexrt witness for

nd

that decision. Each of us pxobably had an input in a way on
the intelligence coumunity side. We documented the use of

the mechanism in some specific espionage activities. A case

it

4o
%

in Norway comes specifically to mind.
Mx. NRLGREN. Just for my own purposes, because I have sa
on a comnittee that lcoked at that;"or has some dealing with
that, as I undexstand it, the CIA's concern with ITASA wasc
limited to the fact that somebody associated with the
organization used it as a cover, just like somebody
associated with any activity like a unibersity might use 11
for a cover, to contact somehody in the West and talk about
some wWorK that was not related to IXZSA.
Is that the CIA's resexvation, that it wés used as a covexr
and, if so, how c¢an that justify withdrawing Ffrom an
organization because there are multiple covers out thexe?

Admiral INMAN. Mrxr. Chairman, first, thexe were more

concerns than just cover. But again, let ne underline my—-
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1376 /Zﬁat was an inpuil. It 13 wmy understanding that wasz: it the

£ 13771 determining facteor at all in the decision not to preoceed.
{ . -~
13731 Bgain, I am tallking to you from-gext—of sacondhand

15791 knowledge.
1350 But my understanding is it mas a combination of the

1321] National Science Foundation's budgetaryv constraints, the

73820 gquestion of whethexr the use of Ffunds in ITITASA wexe, in fact,

1382) an s2fficient use of the limited funds <that were still going

13841 to be available, that the wexzK had not been of the quality
fead

13465 —eE valus te maxit further expenditure of the funds, and the

)

1386} lack of 3oviet reciprosity. uwuhere they didn't provide acuess

1287 to a single Soviet data hase, wherxeas the 3oviets got accass i
17881 %o a wide range of Western data bases, these all were

13391 Zfactors that have impacted on the decision

=
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133¢{ made.

I can only repoxrt those. I can't speak with dirxect

13921 khecwledge on any of then.

1383 Mr. WALGREN. I have used the other members' time and I
1394) apclogize.

1385 You ¥now, I am the £irst one to txy to take a éautious
1396} apprcach towards national security. What ceocncerns me 1is
13971 that thexe apparently is a psychology out thexre that I was
1398| apprehensive that your goading in that direction was

13991 reflective of, and %hat psychology 1s to be extremely

14960 apprehansive about what might happen in this area. X
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reliove we have to he appircohensive, but then when that

i

pocomes & justification foxr actions which, if we truly look

‘at them on their merits, it does not justify, I'm afraid ¥ ..

really cuts off ouxr nose to spite our face.

I just want to say that T appreciate voux undexrlining your
role as sinply pointing a directien ox goading, which |
implies driving farthex than may he necessary in orxder that
people think about this, to differentiate that from the
;eality of actual pvolicy decisions. But I am vexry much
that othexrs in the government will be driven by that
fear and teke actions which srxe not in our best national
interest because of it.

I realize it's a very diffiéult area and one where clear
lines cannot he»drawn. But I appreciate your coming into
the committee and your response.

Thank you, Mz. Chairnman.

Mr. GORE. I take it that you sharxe that last concern as
well, if I understand your testimony.

The chair will continue to recognize my colleagues in the
order in which they arrived, according te the rules.

M. Shamansky.

Mr. SHAIMANSKY. ThankX you, Mr. Chaixmﬁn, Adnmizal, and the
other gentlemen on the panel.

In 1960 I traveled to the Soviet Union as -a tourist, and

in the Metrepol Hotel in Moscow I asked the Intourist O0ffice

~
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1f I could have a map of the undexground. They said they

only had one in French. I said I could handle that, =so they

gave me one. An Englishman right after me asked for one,

and they said they didn't have any, suddenly.
)

It was a vivid illustration Sor me, that in any KkKind of
socliety in which there is a premium on not taking
responsibility foxr making a mistake-—and the Soviet Union, i
seems To me, is a ¢lassic examplé of that kind of society--i
is always better *to say no. Then you can't be bhlamed.

Mow, with respect to the ability of the adminictration
make important decisions, we, on this committee, have tried
at least to get rid of the Clinch River breeder reactoxr at
.about a quarter of a billion dollars a veaxr, but the
administration, in its infinite miédom, keeps putting it
back, even though Mr. Stockman said in 1977 we shouldn't
have it at all. |

I bring that up to say a Faith in the ability of any
administration to make great decisions iz a little worrisome
to at least this membex, who is in real life a lawyer and
while in the Azmy was trained as a counterintelligence coxps
special agent. So it isn't just a question of acadenic
freedom for me, at least. It's a question of rxeally the
basic First Anendment freedon. I am not anxiocus to turn our

open society, as you Keep referrxing to it, into a closed

societly, because they do something better in the way of

t

]

T
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being a clesed socictv. I think +that is trxue, and nmore

powexr Lo 'Tthem'' in that terrihle gozl.

©

It secems to me that if one thing we have learned, at lesy
I have learned in this past vear, thol science and
Ttechnology in the international sense 1is really fungible.

n

fiig Japanese didn't make all this Technology that they have

bt

been applying. He originated it here. They applied it
hetter. 50 to Keep the bhasic information back T think is
c¢hazsing a will-o'-the-wisp, sone kind of a chimazra, <that

you're pursuing.

I £ind it an almost pathetic confidence in the ability of
government to centrol Enowledge, when this administra@ion
has so little faith in the ability of the government to do
anything elise correctly. |

I have gzreat difficulty imagining our--You say ue'ze not
going to touch the basic research stuff, 1it's just +he
application. But that's pretty far douwn the road, isn't it?

Admiral INMAN. Mr. Shamansky, with 21l great respect, I
don't think you have really heard--you did come late,
admittedly.

Mr. SHAMAMSKY. Well, I did try to read this, if it's at
all a faiz summary, and I apologize.’ I just got off the
plane and came straight here.

Admiral INMAX. I have not put a proposal on the table to

control anything, so any illusion *to that oxr any reflection
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1476 back to repoxting in the majoxr news madia that reflects that
. 14771 is flatly erroneous.
V 1478 . What I have said, and what I continue to pursue, is that

14791 there is an enorxmous ocutflow, not to a friend, but to an
14380 adversary, and to an adversdary which has used it to

1481] enoxrmous advantage in building military force, shortening
1482 the research and developnrent time to get the weapon systems
1483 greatly bhecause of their ability to draw on that resouzce.
FG8Y Thexe is nothing that says that isngoing to slacken at%
14851 all. Hona of the initiatives that we'zre doing.appeaxs -hus
1386 £ar to be inpacting on the béce of that Scviet buila up.
1487} One then must turn to lock at the outflow which sustained
1488, that, to say are there ways in which you can impact

14891 pesitively in halting that flou.

e

Y 1490 There clearly is a large mneasure of that outflow that is
1491 successful thrxough espionage activities and getting hands on
1492| designs, on buying, legally and illegally, micrcelectronics.
14593 v There is sceme, much snmallex, focus on xesgarch being
1494 undertaken in research centéis and academic institu%ioﬁs. I
16951 don't accept as a premise that one can never consider

496! constraints on public flow of inforwmation in that area,

1497! becauss those centefs are alrxeady expert at limiting that
498} flow when they'xe doing it under contract for industry fox
1499{ proprietary purposes, and increasing numbers of them arxe

1500 . examining how to do that when they want to acquire patents

~
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1501 to help pay some of the increased costs o educalticn. So ny

1502] effoxts te this peint, and continually, are to draw out of
1503 that same talent -thst—hes—abready—Jesraod—tFr—may o0
1504| thet, what are ways one could polentially impact on the flow

1505] out to the Soviets without being any greater a threat to
1506| acadenic freedow than has been that which they have alzeads
15071 devised and accepted in dealing with industxzy and in dealing
1508] with their cun prospects for getting patents.
1509 Mr. SHAMANSKY. I txry very haxd noct to use the word
1510 *rawistential'' because I'm not guite sure what it means all
1511 the time. But it seens. to he that this is an existential
35f2 problem in ouxr kind of society using this Kind of
15131 information: namely, it's implicit, it’'s inherent in the
1514] situation. It séeems to nme-—

# 15156 Admiral INIIAN. Mr. Shamansky. thgt uas exéctlg uhat T was
15161 told when the cryptology issue came up. In fact, there The
15171 academic world came up wuith ideas, ideas which were neot, in

1518{ Ffact, those put forth by the governient at all, but they i

(¢}

1519, aprear to be woxkiﬁg and ubrking effectively.

1520 Mr. SHAMANSKY. But is there anything now that would
1521 prevent-—in other woxds, my approach right now is, "'If it
15221 ain't broke, don't fix it.'' I& yvou're working these things

1523] out—-—and you're giving us shining esxamples of the success of

1524 what you're advecating—--there is noething in the law now that

1525| would prevent a repetition of that.
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1526 - Adnmiral ITHMAN. Mot at all. And the whole purpose of ny

b 1527 dialogue from the outset haz bkaan, rathar than--yvou needed +to

1528 have been present alt the AAZS to have gotten the full flavox
15228} of the scientists who were present, in large measure saying |

1530 '"no regulation, no rastriction of flouw undex any

1531] cixcumstances can evex'be'considered.'{

1532 Mr. SHANAKSEKY. Thea basically, I gathexz, you're sort of
1533 reporting on what is going on and net really asking for

15341 furthexr legislation?

1535 - Admizral IHMAN. I'm not at all asking for further

15361 legislation. I think the prospect mav come down the zoad
1537! wherxe legislation may be contemplated, and I am trying to
1538 play--not very successfully, obviously—-the role of g=dfly to
1539 get my acadenic colleagues to start thinking about what they
540 can do.

ix. Shamansky., on the

-y

1541 He talled about legislation,
1542 ] cryptology issue. The academicians objected to the idea of
1543} goinyg to Jegislaticn absolutelyv, and then thought they could
15441 f£ind other ways that would meet the government's concexrns.
1545 In my vieuw, they were successful. I am looking for that
1546) same KRind of wisdom 1to deal with a largexr issue of

1547| technologv transfer.

-
[4]
£
<o
=

r. SHAMRHSKY. Kell, I xealize it is one of the fallacies

1549) to argue by analogy, but I think of knowledge in the science

1550 and technoloyy field as fungihle. In other woxds, ithat ue
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1551 Kknow here would they Xnow in France and England and even in
1552 Argentina, and I say Arxgentina becauzge we tried to have a
1553 rain embargo agains® the Soviets and oux friends, the

:5cu! Arxgentines, sold the Soviets all the grain, you Kknowu,

15561 getting around that.

1556 So what is to prevent ouxr allies from exexcising theix

15571 ability--I reolime you said we have the COCOM thing, but

15581 there are other technologically-advanced nations which are
15561 wexkRing on stuff that we may not say where it's a friendly
1560] country and we'll export it there and then they'll have the
1561) industrial espionage in ‘those plaqe.

62 Admixal IHMAN. They axe also tarxgets, Mr. Shawmansky, for

i563] cexrtain.

1504 Mr. SHAMAHSKY. Yes, and that's my point.
’ 1565 Admnirzal INMAN. ind we have some dialogue with them,

1566] sharing Knowuledge. I don't kKnow to what degree any of thenm
15671 are going to address at this point in trying to deal with
1568| the problen. I do Know that at least the more advanced ones
1569| share some concern abhout the degree +o which the outflow has
1570| taken place. Whethexr that is going to'transfer.int§ any
1571! actions is an entirely different question.

1572 0f course, in some of those countries there is substantial

1573] government ownership which puts them in a different manner

15741 in which to deal with the large problem, but that is still-- ‘

1575] My understanding, particularly from the Chaizman, of the

N
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- 1576 - primary concarn here was that we were going to rush pell
; 1577 well off to develop legislation te somehow zestrict orx

1578 impede acadewic research in this country.

o
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Speaking of academic research, sirx, one oF
1580| the reasons I an on this comnmitiee and wanted to be is

1581| because in my home community we have Ohio State University ;
1582 and Batelle Memorial Institute and Chemical Abstracts, among
1583 others. I think that the futurze of not just my home

1584 community but this countzy rests in the conitinued effective
1585] cross-fertilization of Knouwledge in just this arxea. I anm
15861 very sensitive to this, not just because of my political
1587 capacity, but my ITraining as & lawyex and political science.,
1568] in really resisting any unfortunate attitude on the part of

1588 any person in government who would rather not give out the

*

5 1590} map to the subuway in Moscow Dbecause it is always easier *o
1591 say no. You ¢an't be blamed then.
1592 That's a real problen. I mean, T don't think this is Jjust

1533 some high—-{flyving principle. T think 1t works bhadly at all
15984 levels of government, and I think it behooves us to be wvery

1595 cautious about changing that balance.

1596 Thanli you, Mr. Chairman.
1597 Mx. GORE. Mr. Gregyg.
1598 Mr. GREGG. Thank you, Mx. Chaiziman. I won't use the texrm

1599 "'existential'' because I don't know what it means at all.

1600 I won't even txy. {Laughter.] I won't even mention Clinch

~

e
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1601 River, in aefarénce to our chalrxman. {Laughtex. ]
? 1602 M. GORE. I was Loping that was the xzoyal "'we'' and not
1603] the collective '"'we'’.
1604 Go ahead.
1605 Mz. GREGGE. I would iike to make a stqtement fizst. I

16061 think mayhe I'm a little more sensitive to this because I'm
16071 lucky encugh to come from the State that lent Hashington
1608; Larry Brady, who has made us in Hew Hampshire a gzeat deal
1609} moxe sensitive becgause of his backgzound in this arxea, *to
1610} what I consider the legitimate concexrns of Conmexrce, CIi,
1611] and othgr federal agencies in the '"'hemorrhage'', and

1612| whether it's a hemoxrhoge oxr not doesn’t xeally matter.

v

1613] Even if it's just a slow creek, as £far as I'm concexned, the
1514 delivery of high technology, military applicable ianfoxmation
B : : : , Con .
g i615] and materials to the Soviet Union is not good Forxr  the United
1616 States in its own self defense. Therefore, it is in oxdex
1617} for me to be sitting on the committee that Mx. Brady should
}618 he appearing befor=. I am sorry T was late.
1619 I would say this,‘that I think thexe have heen sone
1620 repiesentations on the other side here that xeflect the fact
1621 that thexe is some soxrt of ahsolute right that therxe should
1622 ‘be an intexchange of international knowledge and that the
1623} Soviets should have aﬁ absoiute put ﬁo our scientific
1624} community just because we have a free society.

1625 Well, as we Xnouw undex our Constitution, ouxr fxee society,

~
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1649

*fcx examnple, allows travel and absolute zight of trovel
within the United States. But as the LZyee case showed us

- .

pecifically, that right of travel is qualifiied when you get

[%5]

heyond the state borders.

Clearly we have an absolute obligation for free exchange

ut when youfre

n

o

of information within the United States,
dealing in foreign policy and you'’re dealing with a nation
which has invaded Afghanistan and c¢xushed the Polish people,

I think you have got to take a little more tentative

position when vou staxt delivering to them information which
they can then turn into weapons and use against peoples of

the world.

I think the people testifying today, the Adnmiral, has made
it cleax that they're not planningiimmediate regulatory
activity, and I commend them for that because I will have to
agree with Mzx. Shamansky that the government doesn't seem to
do too many things right, and mayhe thexe is an
inconsistency in asking the government to participate in
this arxea.

But what I would like to ask the Admiral, and what I would
like 1o ask Mr. Brady, is how can we initiate greater
incentive in the private sector to participate in this
effort to limit the outflow of information which has

occurrxed? How can we encourage the cryptologist situation

and other activities?

.
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1651 I weuld 2like to have Mz. Brady answaer, and then the
§ 16521 Admizral.
1653" Secretary BRADY. Mrx. Gregg, f£irst I think it is useful tc

1654] disestablish, as I think you have done, some of the myths
1685} surrounding this gquestion. e cannot envelope every

1656 xeseaxrch activity in academic f£reedom. As my statement
1657 tried to point out, it is some of the new activities of

1658| zxresearch institutes, particularly associated wuith

1659] univezrsities, in getting int the applied area and industrial
1660 pucoccesses area that azrxe causing the problen.
1661 So that what we are trying to do is to work very closely

1662 with the scientific community—-—-and we have done that in the
1663 last few months. As a matter of fact. as the matter nouw

1664 stands, there are a couple of individuals in the reseaxch

Y

pgeves

1665 and scientific conmunity where it is incumbent upon them to
1666 come to us with another neeting.

1667 lfe have taken a look at our xegglations.’ Therxe has bheen
1668 an immense amount of woxk done by the Depariment of Defense,
1669 the Department oFf Commerce,4énd othex égencies of tﬁis'

1670| government, to arrive at what we call a Military Cxitical

1671 Technologies List, and in point of fact, if the government
3672 does anything by way of regulatory activity, it is going to
1073} be narrowing, in a sense, the concern to specifically

674! address technologies_that ue view as immense concexrn, and

e 2y . . . . - .
'$75( then, of couxrse, to bring about a better information base,

N
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1676 to education tho buziness and scientific communily, the
f 1677 academic connunity, to a greaterx extent than befoze, as to

el
5]
H
o
-
iad
w
i.l .
i
ta)
‘—*-
&)

16781 presisely what the regulations are, what u
1679| acconmplish, and specifically narvow the focus to the

1680 technologies of--—

1681 - Mzr. GRECGG. Does +that also include educating the community
16821 as to what you pexceive the Soviets are aftex?

1633 Secretary BRADY. Absolutely. Admiral Inman indicated
168%! that they are working on a declassified version of what this
1685| technology transfer effert by the Soviets has accomplished.

16861 TFf that can be published, I think we will make great headway

. . . . et S
1687 | in that public education campaign. .
——
b . v o - ~ 1.0 = : \7\.""‘\”/

16868 Adnmiral IKMAN. Mr. Gregg, for all of the bad things that

1689] flowed out “of, frxom my perspective,fthe coverage of nmy
. . . '
b 169¢| January foray into this cffoxrt, there were some things that

1621] L have been happy about. That is getting on with addressing
156921 the problem in scme of thelprivate>sectox areas, foxr which
16931 they have beeﬁ kind enough to sayv they were spurrxed fto do so
1694 out of that speach.

1665 I think some of your later wiinesses today will describa
f696 in some greater detaills. The most encouraging effoxts from
1697 my point of view are the ones that have come under the

1698| HNational Acadeny of Science and Kational Academy of

1599 Engineexing, where they have sponsored getting on with a

1700} review--The Hational Academy of Sciences. I believe, is

~
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1701 sponsoring a review of security infermalien—en—nationsl
1702] secuxity, with a repoxt to ke finished late this yearx.
4 he] ™ -9 1Y 3 ‘ ' Y p)
1703 Esscntially, they are plaving the honest broker role -a¥ the-.
' 1 “~
1704 American Council c¢n Education plaved earliex in addressing““\\\
~..
1705 the crxypltolaegy issue. So I think that is one to watch, to
1706 support, and not to intrude on, but it may well at least
17071 give us the next leg up in getting to address the issucs, as
1708 opposed o just the atmospherics surrounding the prxoblem.
1709 Mr. GREGG. Thank you.
1710 I would suggest also, and I think yecu have hit a bit of =
1711] Rey there in mentioning that the effect of your statewment
> N (5 n ' I s e
1712 was just the fact that you made the statement. I believe ( R
1713| the awareness level in this country has lifted dramatically
1714] over the last year on this entire issue, thanks to your
1715] efforts, thanks to Mrx. Brady's effoxts, and thanke to Mrx.
1716 Millburn's efforts, I'm sure, too. That, in and of itself,
17171 is I think very impoxtant.
1718 I think the average retailer or wholesaler of American
1719! knowledge and goods wants to be sensitive to this issue and
1720 is willing to take action to be sensitive to this issue.
1721 They just weren't amware of it. I think if nothing else you
1722) have contributed greatly in thalt area.
1723 Admiral INMAN. Thank you very much.
1724 Mx. GORE. Admiral Inman, you referred to the value of
1725 continued exchanges. 0Ff course, exchanges are only one
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.-ng aspect of the subject undey difcussion.

i 27 T wanted to askK Dxr. Millkuzn, 1%t has bheen suggested hy Mr.
. 472

281 Carlucci, among others, that scientific exchanges with the

i720| Soviets are one-sided, either because the Soviets are not as
1729

-73¢0| technologically advanced as the United States, ox that the
1731] Soviets have not been forthcoming in making that technoloyy

1732 available Tteo U.3. scientists.

1723 Do you helieve that scientific exchanges with Eastern bloc
i72u! countries are mostly one-sided, and i1f not, what, if

1735| anything, is the United States doing by way of exchange and
1735] similar programs to obtain such information?

1737 Dr. MILLEURK. The exchange of technical inforxrmation
17251 between us and the Fastern bloc I think is by and large one-

17391 sided. We do get minimal benefits back from it, primarily,

.-
iA

17¢0! fxom my point of wview, in our ability to assess where they
1741y stand in c¢ertain areas ox technology. So far as our ability :

i
17421 to enhance our oun techneclogical position as a result of |
|
|

1743 thoce exchanges I think is very minimal.

1Ty Mr. GORE. 211 right.
1745 At this point let me ‘entex into the recoxd, without

1746 objection, the exchange betuween Frank Carxlucci, the Deputy
1747 Secretary, and William D. Carey of Science Magazine on this
17481 subject.

1749 [The information follows:]

1750

.
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Ifr. GORE. I was impressed that two of our witnesses here
have referred to the willingness of the acadenic cémmunity
to restrict Ehe tree flow of inforxmation when commercial
interests are at stake, and to put xestrictions on the Flouw
where exclusive patent rights might be at stake.

To what extent do you see that as a model foxr Iuture
efforts by the government? Maybe my question is an awkward
one, but let me tell you what I'm trying to do.

I have expressed concern in the past, as the chairman of
one of the two subcommittees here, that acadenic freedom and
the free flow of information was, in fact, jeopardized by
many of the arrangements made with pxrivate coxpozxrations. I
am tryng to make the point that when vou all express youx
concern, you look at those agreements and vou see, well,
they're willing to do it thexe. And here ﬁe have a nationszl

ake. What iz the difference?

c

security intexrest at s
Do you understand the point I'm making? You éan play
whatever role you want in enhancing that point.
Admiral INMRN. The point yvou have made is exactly onse
that motivated me into playing the role of goad.
Mr. GORE. I started to ask vou to what extent did that--
Admizal INMAN. Thexe 1is clearly a problem. I don't Knouw
how the problem is going to be dealt with, and I am not at
this point prepared to offer solutions. I don't know enough

about the impzact on the acadenic side. 'hat I was out to
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(3

get before, and on this cne, is don't Jjust automatically

throw up ''academic freedom, we can't discuss an

!

LR ]
asg

o~}
o

hin

0

the response; because there clearly are already procedurxes
uhich have been developed to deal with othexr probhlems.

Secretary BRADY. I think, Mr. Chaixman, it is impoxtant
to appreciate the changing nature of the '"'acadenic
institution'', specifically as it concerns the very narxou
area that we are conce;ned about, and that is the applied
.side to industrial processes—-—-you Know, robotics, computexs,
semiconductozrs. That's what we axre concexnsed ahout. It is
specific and it's naxrow.

Mxr. GORE. Well, I‘hope some light bulbs went fo in The
ARU and the university community due to that xesponse. I
certainly think that they should he concerned about acadewmic
freedom in the othex area as well, more so¢ than T think thoy
have been.

Mx. Broun, did yéu want to—--—

Mr. BROUWN. May I just ask one ox two additional
gquestions?

Mx. GORE. Sure.

Mr. BROUN. Gentlemen, I have tried to review this xeport

.

0of the Defense Science Board TaesKkK Force, which I think is

well done from my cursory rsview, and I want to askK posgsibly

Dr. Millbhuxn 1f he has any thoughts with regard to some of

the recommendations hexe. T am looking at the principal

S U —

e n g i oy 21 mme

gro.
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findings, I guess, where it savs '"'whers oupor: cqntrol
regulations centinue to pose a problem Ffor the university
reseancher,rDOD can alleviate this ftoblem by negotiating
mutually-acceptable sets of guidelines for the dissenination
of research information, and publication of a new
unclassified version of the Military Critical Technologies
List would aid in this process.'?

Hould you care to comment as to whethex that's a desirable
direction to go in from your standpoint?

Dx. MILLBURMN. Yes, indeed, it is, THMx. qugn. We are now
woxrking vexry c¢losely with tﬁé university community %o
‘attempt to devise acceptable guidelines. We arxe addressing
also the problem of achieving an unclassified vexrsion of the
Nilitazy,Critical Technoloygies List. That may bhe much nmore

difficull to achicve.

Mxz. BROWXN. Well, I think it would probably help a little

pl

to un-classify some ox that informaetion to offset the

t you'xe only classifying things

=

east, th

v
3

perception, at
over there.
There is anothexr paort of this recommnaendation that

i1llustrates a problem thalt I made wuith Admiral Inman. It

LA

+3

he larzge verxcentaygn of foreign nationals in

o

savs,

«

graeduate engineering progyams is due in part to the descline

of the nuwrber of U.S. c¢itizens entering graduste schools——"

and, of couxrse. this is undesirable from a security

.y

.
s A7t ey apn it

o g
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1827 standpoint.
CZ) 18628 There are two ways to aprroach this. One is to-sta:t’

18291 screening foreign nationals and Keep them down as low as

1830 |.possible, and the othexr thing, which I think is much more

1831| necessary, is to do something to improve the number of
1832 American nationals engaged in graduate training and

1833| engineering and science.

1834 The problem with the negative approach to this is that it
1835f overlooks the positibe policies hecessary to zeally sexve i

1836} the national interxest. I brought this point up with Admiral
18371 Inman, and I think that this may be a part of the generxal
1836 concernbofrman§ of us in the Congress as well as those inv
1839| the universities, that in an effort4to do something that
1840 appears o be negative wWe are missing the positive policies
/
\»} 1841 that need to bhe put in place in orxder to really benefit the
18421 national welfare. ’ !
1843 I don't prose that as a question but as an exn»lanation for
1844] some of the deep concexrns that arise in some areas.
1845 Dr. MILLBURK. I would l1like to suggest, Mr. Brown, that
1846| the Department of Defense has attempted to increase the
1847] numbexr of graduate fellowships available to U.S. citizens.
1848] Forx example; now the Navy will have 45 fellowships, $12,000
18491 gcing to the graduate student, $8,0006 to the university, and
1850 these will be prefexentially given in cexrtain arcas of

1851 imnportance to the Navy. The Army will have 25 fellowshins

.
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1852 with similar stipends and supprort, and the Air Torce will

>

e : |
(f) 18531 have U0 special assistance fellowships in the same wavy. So
1854 we are attempting to address the problem of correcting <the

18551 imbalance between the graduatle students' income and the

1856} income which they cculd get by going directly to industry.

1857 Mr. BROHXN. It i1s unfair for me to point out that if we'zxe

1858 so anxious to copy our enemnies, that one of the things they

1859] do is subsidize all of their graduate students fully.

|
1860 Dxr. MILLBURN. He like to be selective about the parts of %
1861] their society that we adopt. {
i
1862 Mxr. GORE. Let me than¥ all of our witnesses. ?
&363 In cloéing, I want to clarify just one bxiéf point. Hhen E
1864 you went to the AAARS, Adwmiral Inman, you were invited to i
. i
18665 participate as part of a panel that was set up by the ALAS ?
o i
{\j‘ 1666 on this sﬁbject; vou did not reqguest to come and make this ﬁ
'
1867] vresentation: is that coxrect? %
1868 Admixal INMAN. I was invited to o to that panel when I |
1869{ was Still the Director of the National Secuxity Agency, to
1870 make the case fox the need for secrecy, which no one else = .~ |7

1871 was willing to do. ~They fried o numbher—eofothers. I

18721 conmmitted that I would go, and I carried out that
18731 commitment, even though I had shifited jobs in the tinefrane.

1874 I thinx from a personal point of view, the one principal

1875 dixxitation was that I had prefaced ny xemarks that moxning

18761 before the AARS that I was therse in a personal capacity. It
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1877 was the substantial media coverage later and letters

£ . . . R . . .-
\;3 1878] attributing CIA's efforts to do things which was most
i
1879 irzitating. In fact, a lect of my CIA colieaguas wonder why ;
188C|:I'm out playing Don Quixote on this topic¢, which is cne I g
- L ;
1681 think ¥k needs to be addressed. r !
‘ e ;
1882 Mz. GORE. HWithout objection, I think it might be [
1883 appropriate to also put in the xecord the othex two papers
1884 ] that were presented on this same panel, wuhich show that-it
18851 was the scientific connunity’®s initial inguiry into hiow to
18386| treat this subject that led to their decision to invite vou,
18871 and the othexr two papvers are quite interesting as well. }
. , - |
1888 [The information follows: |
1889 f
t
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Mr. GORE. I think it is extraordinaxy that in an oven
socigty_like ours ge-havevtheAability to discuss such a
sensitive topic as this one openiy with representatives fron
.the Executive Brench. I think the way the issues was raised

has been clarified somawuhat. I Know concexrns remain. —

I appreciate all of you coming here today. Mr. Brady,
we're delighted to have you, Dx. Hillhuzn, and Admirxal
Inman, thank you very much.

Admaral INMAN. Thank you, Mxr. Chaixman.
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e

Mr. GORE. Ouzr next panel counsists of Dxr. Frank Press,
Presideﬁt of the MNational Acadeny of Sciences, and Dx.
Robert Rosenzwelyg, Vice President for Public Affairs at
Sfanioxd University.

Gentlemen, if you would come and join us at the witness
table. Let's begin, Dzr. Press, with vour statement, and
withéut objection, the prepared remazxks of both of our
witnesses will be put into the recoxrd in full at this point.

e would like to begin with you, Dr. Press. Nelcome.
STATEMENTS OF FRAMK PRESS, PRESIDENT, ﬁATIONﬂL ACAD&NY~OF
SCiEHCES;_éND ROBERT M. ROSZHZHEIG, VICE PRESIDENT I'OR UEBLIC

AFFAIRS, STANFORD UNIVERSITY
STATEMENT OF FRANE

Dr. FRESS. Thank you, Chairman Gore.
I was hoping that with Admiral Inman's depaxiure we could

turn off the TV lights.

d in what you have

it

Mxr. GORE. I think they may be interest

to say, 5o without objection, we'll keep it available.

Dx. PRESS. I would like to thank you for the opportunity
to discuss with your subcommittee . the imvact on science and

technology of proprosed governnent initiatives foxr increasing

national security zrestrictions in the exchange of scientific

o et e 7= i yop =+ 2 e s
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1 you th

P

informatioen. I am &ilso pleased to discuss wit
3

coopanrative role ¢f thue Kational jAcadeny of Sciences

addressing these issues, and in seeking an acconmodati

ifi research conmuni

. betureen governnent and the scient

[

As your commititse has recognized, the quest foxr £

3

accommodation presents difficulties in finding @ bhalanc

between national security and economic interests, and
individual =ights, including these asscciated with ope
scientific communication.

The issues leading to the current controvexsy arxe

They extend back ovexr several vears, over the previous

X

3

administration, as public sensitivity has heightened wit

the United States over growing intezxnaticnal militaxy

tensions and the 1nc*egs~nq transfer of American

toechnological ¥nowhouw to ouy Fforeign industria 1 compati

Ycu have heard alreadyv that notable strides made
Soviet Uniecn in. the military sphexe have been largely

responsible for Jncrezsed interest in preventing the

T

ex O

=

T

trans: miilitarily sensitive products and Knowledg
our nation's potential adversaries. In response to th

concerns about the leakage of militexily sensitive

information, varicus IfxHesculive Branch agencies axe cuxi

chnology to

i
\U

reappraising rolicies on the transiex oi
io*elqn countriag, Government officialsz have expresse

concexn in varticular aobout foxeldgn azcess to computex

e
in

on

ty.
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science and mathematics research that besars on cryvptoloyy,

W

and to reseaxch involving nmagnetic-~bubble memory devices,
laser-optics and inertial confinement fushion, and very high
speed integrated circuits. |

Public attention has also increasingly been drawn to these
matters because of the significant competitive success of
major industrial countries--success made possible in many
instances by the appézent ease with which other industxrial
nations c¢an drauw upon the results of American RE&ED.

Technology transfer can talle many forxrms that go beyond the
acquisition of hardwaxe ox processes. The collection of
data and information in the open literature, pexson—-to-
person scientific exchanes, attendance at conferences,
symposia, and other open forums, and participation in
university research and edﬁcation, all offer the opportunity
foxr transfex of technological.data. These transfer issues
pose a dilemma for the government and the university—based
scientific and enginsering ccmmunity—--one that hoth parfies
and the country generally have a high stake in resolving in
a mutually constructive and satisfactory mannex. Yet one.
unhappily, in which recent developments point moxe towaxd
polarization than consensus. The issue c¢an be stated as
follous.

Some governmenlt officials believe that a Qateggxy o

unclassified reseaxch results exists whose frxee and oipan

e e e A T = o A o < e - P e o Pt e o e e e 7
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1975 publication ox dissami: esrecinlly to particulax:
- ;
i'} 1976| foreign naticnals, could pose an undue thrzeat to the ' i

’ - 1977 national intexest and, at times, to national secuxity.

18781 Accordingly, they think it essential to control forxeign

1979] access to this infoxrmation.

1980 On the othex hand, most scientists and engineexs in

1981 academia hold that cpen comwmunications is absolutely

1982} essential fox a creative research environment. In their |
1983 view, xestrictioens on scientific communication sap the

1984 strength and vitality of the educational and research

1685| endeavors upen which the nation’s present and future !
1986] technology base is founded.: » i
1987 Morever, such restrictions axe seen ag inconsistent with a

1988! free society and, in some instances, with basic g
. i

1

i

R 1989 constitutional rxrighty. HMNeithexr wuld they like to sce us
1990 forced to ewulate the Soviet practice of compartmentalizing X
1991 and restricting access to KRnowliesddge. ‘ i
. i
1992 Traditional means by which the govexrnment secells to protrect
1]

19931 and preocmote the nation's security and technological
1994 leadership include clasgsificaticn of military and diplomatic
1995 secrets, suxrveillance and controels of Forelgn visitoxrs

1996 through visa and travel xestricticons, and export control
- .

1

~

18871 restrictions outside the militarxy intelligence securitv

classification systems.
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teennical data can be achieved eithexr by expanding tha
coverage of the military and intelligence classification

system, through, for exauple, revision of the Executive

Order covering such matters, ox by the moxe xigoxous

pplication of export controls.

Expansion of the scope of classified information is highly
_controveisial. I offexy foxr the xecord a copy of a lattez
which I recently sent tc the President's Hational Secuxity
idvisor on proposed changes in the Executive Order on
national security informatioin. This letter highlights the
nature of these controversies from the vantage point of the
scientific community.

Ouxr major concern is that the proposed expansion of the
scope of classified information into peripheral areas could

ctly relating to

po)

force some scientific research indi

™
n
6]

©
)
[oR
o
~
=

naticnal secuxity, out of most 1 g universities that

will not do e¢lassified work, thus denying this impoxtant

resource to the Defense Department, tce the government as a

whole. It would be unfortunate, indeed, if by these steps

12 discouraged major conponants of the scientific reseaxch
community from continuing basic research in areas of
potential importance to our asticr and to ouzr nzational

3

security. We should sonsider how much ouxr secuxrity is

cf

harmed by denyving government access to many of the nation’'s

ineers who work on
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2025 university compuses.

(T} 2026 It is apparent from the discussions this morning that the
2027| issue is not basic scientific research. None of the |
2028 government witnesses proposed any restrictions in this area.
2029| But univezxsities are invelved in woxK on comnvuters, lasers,
2030 materails and so on, and to restrict these may result in a
2031 ¢losing out of a valuable resource and reduce our technical
2032| productivity. This must be balanced against potential
2033] damage to the U.S. national security, and that’s the issue
20341 that we're all trying to wrestle with.

2035 .Export controls on the transfer of technical data azre

2036 equally'controverSial. Interpretations of expoxrt

2037] zegulations are often broadly cast in ways that memnbers of

2038] the acadenic community believe are unnecessaxily

P

©

z

“

») 2039 restrictive. Technical judgments arxe made by p ons

b
i
&
o g
H
o]

2040} the government who are often perceived_by scientists as
2041 lacking competence in a pa;tiqular to;ic or discipiinevox
2042} who are not familiar with the nature of scientific ]
20431 discovezry. Government officials, from their perspective,
20441 think that members of the academic community are often naive
2045] or uninformed aboul the extent and consequences of

20uU6| technology transfers to other nations. Thus, it is

2047} important that wza have a balancaed and objective assessment

20u8! of the views of both the government and the scientific

2049¢ community on these controversies.
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Mr. Chasizman, the into:

research comuunity in advancing sclence, technologyv and the

0]

national secuxity requires the prevention of a breakdown oF
cur nutual confidence. In Februarxy o:f this vyear, I
comnunicated my concerns on these issues to the Undex
Secretary ox Defense fox Research and Engineering when I
sought the cooperaticn of the Departwent of Defense in =z
study to be initiated by the National Academy on the impact
upon scientific communication of government reculationg
coﬁcerning technology transfer. I have also discussed this
matter with other seniox officials in the ExecutiveUBxénch.
»Steady progress has heen made  in recent years in rebuilding
relationships bhetween the defense establishment and the
academic community, énd it would be travic indeed if
controversy marked a reversal of these efforts suproxrted by
DoD in seesking a rxapprochement with the 2 ademic community.
I‘am very pleased to state to youxr committee fhat the
Devartment of Defense has agresd to support and. cooperats in
our study, as has the Natienal Scieﬁce‘qundation, %he LEAS,
and several private foundations. The chaizman of the panel
will be Dale Coxson, Presicdent Emeritus of Cornell
University, anc a member of the National Acadeny ol
Engineexring. With youxr pexmiszsien, T would like to place in
the recoxrd our anncuncenent of this study and a list of fhe

distinguished paneliszts chosen to consider this mattex.

X

rendence of governnment and the -

i e s e SN,

oo e e s - —
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Mr. GORE. Wit chiection.

i

Dr. PRESS. The panel includes individuals fully
conversant with the goals of science, the nature of
universities, and issues of national secuxrity. Members have
expertise in a variety of scientific and engineering
disciplines, management ¢of RE&ED, txade rxegulation and
control, and xelevant legal and administirative regquirements.
I feel cextain that the panel will provide an objectivg and
rigorous evaluation of issues surrounding the application of
controls to scientific and technological communication.

The review will consist of the following elenents:

An exarination ¢of the advantages and disadvantages of free
communication in two or three speciiic fields of science and
technology, such as mathematics zrelating to cxyptology, very

nd artificial intelligence.

)

high speed integrated circuits,

-
(-&-

ra

o

3

o

A review of the pvolicy and ope cional concexns of the

respec¢tive government agencies, univaerxrsities, scientific

50CLe

i

ites, and researchers. The goal here is to identify

P

issues where there 1s comnon agreewent, to expose those
where appazrent disasgreenments arxe based on mispercepiions

hareen the

wu

and misunderstandings, and peaxhapsz to narrowr and
fcecus on issues where genuine difterences exist.
The panel will conduct a rigorous evaluation of critical

issues concerning the application of controls on the flow of

reseaxch information, and the effacts of such contzrols on
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2100 scientific and technological progress. - :

'(Z} 2101 And will develop recommendations and conclusions

2162 concexning: the intended and proper reach of controls, vis-—

i

2103}, a~-vig various categories of science and technoloygy; areas o
2104} science and technology that are oxr should be outside of

2105| operational controls; approaches that could provide more

2106 certainty and predictability to the regulatoxry system; and

2107 alternative procedures that might prove acceptable to all of

2108{ the concexned sectors.

2109 Mxr. Chairman, there is one other important matter which I

2110 feel should be addressed. The Acadeny currently operates
2111 interacademy exchanges with the USSR and Eastern Eurcpe. as
2112| well as with Chinsa.

2113 Foxr decades, the State Department has obtained waivezrs To

2114 provisions of the Immigzation and Haturalization ket barring

(

S
-
e

a1

U.S. entry to menbers of Communist parties and certain otharx '

2116 categoxies of aliens, thus enabling Soviet and Easte

2117{ EBuropean varticipants in the interacademy exchange vrogram
b g

¢

2118 to obtain ncenimmigrant visas. Prior to authorization of

2119 visas in such cases, the State Departmant passes judgnent on
=4

2120 the acceptability of the proposed program. of the intended

2121 visitor. In vears past, the ¢learance procedurs has been
2122] zrelatively routine and only occasionally did significant |

2123} problems for exchange administration of this program arise.

2124 Houevex, heichtened sensitivities to technology transfer .
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2125 issues have led to increasing difiiculiies in the Soviet
RN
| L 2126| exchange vrogram.
| - .
1 2127 I believe that our exchange program with ‘the Soviet Umnicn
|
| . ) o . A
| 2128 should not provide eithex side with any relative advantage,
| 2129{ that it should be balanced, with a roughly equal flow of
|
2130| information in both directiocns. I think that areas of i
2131 cxitical technology should not be included.
2132 That said, I think it is in our interest to cooperate with
2133| the Soviets. They are a world class scientific and
2134} technological nation. in such areas as-—and I have just
2135; jotted these doun--cendensed nmatter physics, high enexrqgy
2136 physics, astro-phyzics, nuclezr fusion for energy, IMHD,
2137 earthguake prediction, electro-metallurgy, cexrtain aspects -
2138| of cancexr and coronary disease, planetary explozaticn, the ;
("') - .r
M 2139 Soviets opexate at our level. I helieve it is in oux ’ :
2140] intexest to work with thew in these areas where there is a {
2747 mutual flow of information in both directions.

2142 In balancing this equation, ue chould tale into account

2143} that the social scientists that we send to the Soviet Union

r e o v

21441 arxe playing an imporitant role. There are too feow Lmericans !

v
]

21457 who speak Russian, and vei who zalso know the politics, the

21461 culture, the economy of Soviet institutions. T kelieve it

2147} i1s to our advantage to train such scholars by sending then

e
e}
o
H
[}

Jis}
ot
b2}
ct
l.r
0]
oo}

2148 to the Soviet Union, and that should he used iz

21491 for balancing the dogree of flow of advantage in hoth
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‘directions.

-

udy which we are

o

In conclusion, I believe this =

undertaking in cooperation with the government providss an
anple framework £oxr an objective assessmant of the
relationship between national security interests and open

scientific coemmunications. I do not want to prejudge the

panel's recommendations. I am surxe, however, it will

0

consider the advantages and disadvantages of exchanges with
Soviet bloc countries in areas of cxitical technology and in

basic scientific areas; revieu restrictions on such

Al
4

exchanges and whether they are justified; and evaluate tThe

15

ability and willingness of universities to enforce then. It
will provide an oppoztunity to narrow and define the issues
in which genuine differences may exist in the hopes of
strengthening mutual undexrstanding and confidence.

Thank you, Mr. Chaizman.

[The statement and atlachments of Dr. Press follows:]

HERMKKEKEE THSERT 10~ RORERORNK MK
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2169 _ Mz. GCRE. Thank you very much.
{i} 2170 - We will hold our guestions until we have heard From Dr.

2171] Rosenzweig. Please proceed.
2172

2173 STATEMENT OF ROBERT M. ROSENZWEILG

21714
2175 Dr. ROSENZHEIG. Thank you, Mr. Chairman.
2176 The concern that was expressed this wnoxrning by the- very

2177 interesting panel that preceded us, and that has been
2178| expressed elseuhere in the press and other places, derives
2179 in larxge part from the broadexr Ffact that the United States
2180] no longer enjoys the wuide marzgin of superiority in sc¢ience
2181 and techneclogy -that was ours for moxe than a gquarter of a
2182 century following the close of Woxld HWaxr II. It is widely
;w/ 2183} believed that if we lose that advéntage over our
2184} advexsaries, we would face a very substantial threqt tTo oux
2185¢f national security.
2186 It sohavpens I believe that conclusion is correct, and
2187! because it is, it is critically dimpoxtant that we urndexstand

and that we adopt

w

2188| the sources of our remaining advantayg
2189 policies that will presexrve it. Thexre iz some »isk, I

2190] believe, that uwe may do just the opposite, that in oux

2191] cetermination to maintanin oux edyge we may choose an approach
21921 that has an attractive surface vélidity, but which will, in

2193 fact, have effects evactly opposite those that are intended.
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2194 The main danger, it seems tTo me, lies in that paxrt of the
7 : .
4 3 2195! diagnosis that ascribes the current situation to the fact
21686 that university—-based science 1is open and its results freely
2197|. available. HNot the least of the conseguences of that faulty
2198 diagnosis 1is that it could cause a hruising confrontation
i
? 2199| between the government and universities.
2200 How, the svecifics of that diagnosis focus first on the
‘ I
| 22011 unbalanced nature of scientific exchangés between the United ;
22021 States and the Soviet Union, in which the Russians send
2203| scientists and engineers to leazn from the acdvanced work of !
b
- . . . : N . ; A
22041 American lahoratories what they axre appacently unable to X
2205 teach themselves, and in which we send humanists and social H
}
v . {
22061 scientists to work in those libraries and archives that the !
- . - - ‘
2207} Russians are willing to hcld open fox us. ;
1
i ‘3 {
S 2208 Second, and perhavs even more important, ig the assexrtion :
2209{ that the very nature of our scientisic entexrprisa, with itz
2210 emphasis on free communication of research roesults, czposses l
i
§
2211 our most advanced wcocxrk to the eves of anyone who io willing i
' %
2212 to pay the price of subscriptions to freely available :
I
22131 tezshnical journals. g
2214 I think there are probably moxe important explanations of

I,V
i

2215 theé curxrent situation and it is woxrth examining then

2216| briefly. It seems to me faxr more likely that the

D]
o
o
]

2217| exrtraozdinary dominance enjoyed by American science

Ly
by
o

22181 technology at the close of the war was a product of t

r e e ot e st - v o o e ot
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exhaustion of oux enfmies and oux alliies, and of +the

‘brilliant scientific talentfleeing from

o
v
e}
3l
~
[k}
i_.l
d
1 0
:..l
D
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L+_‘
et
O
=
o]
M

the totalitarian regimes‘oi Euxope. The recovary of the
leading powexs of Eurocope and of Japan was to be expected;
the application of the talent and enexrgy that exists in
other places was bound to reduce our advantage. Moxeover,
those who were sﬁaxting ovex did not have teo reinvent what
had already been discovered.

linat i1s f£ar more intgresting, it seems to me, and much
moxre relevant to current policy, is hou we have managed to
sustain the edge that uwe ha&é over a broad range on
scientific aieas,in,syita cf the energetic and detexmined

competition by othexrs. What, in other woxds, are the

o
Hi
o
n

sources of our continuing strength? I suggest that it rec
on five major elements, and I will sinply list them in no

particulazr coxdex of importance.

)]
H
2

First, we have an ccononic systen that rewaxrds
thereforxe encourages risk taXing. WorkRing with new

technology is inherently risky. Bureaucracies,. in contrxast,

ot

are risk-averse. Centrally directed, ond therefoxe highly
bureauczatized, economices share that gquality. O the

a source of strength foxr us.

(SN
N

whole, we do not, and that

Secoend, we have an sducational syvstenrn that by and larxge

makes it possible

.

h

oxr talented peopla to go as far as theirx

fa)

i

Thus, oux poel of talent is far

et

)
)

o)

talents will take *t
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chan elgewhere in the world.

Third., we have a tradition of higher education in this
cpuntxy that connects it with the xequixements oI thea
society it sexrves, while also profecting it from distoxrtion
by those same requixements. It is a tradition that is
especially relevant to the heaoalth of science and technology,
as shouwrn by examples as divexse and reaching as far back in

our history as the xole of the land grant colleges and

“universities in the growth of American agrsiculture, the

inmvortance of the links between such universities as MIT and
Stanfoxd, and the electronics and computing industries, and
the emexging set of connections between universities and
industry in the £field of biotechnology. There isg néthing

analogous to this phenomenon elsewhexe.

Fourth, in this country we link fundamental research and

reseaxch training. They arxe done in the same place,
universities, and by the same people, zaculty and graduats

students. Indeed, the activities are simultaneous and in-

5]
=~

distinguishable. Thus, reseaxch i efreshed by the best

r

voung minds, and the best of our young are trained by the

-
“

o

best of our senioxr people. This, too, is a source of grea
strength.
Ind finallv, we have a scientific structure that pults a

high value on the frez comnunication of scientific results.

1o

-~

Thie has two enormoucly valuable sets of consequences. The

-t ang

e e e g —
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2269 fixst is that good pzople azxe very gqguickly iecognized, and
C ”4\'
iu) " 2270{ so are those who are less good. And second, good results
2271 can be rapidly confirmed and quickly become the platfoxrm forx
2272 :iurther worK, while exror c¢an be rapidly identified and set
2273| aside. If there were no othexr justification for maintaining
2274 the traditional openness of our scientific woxX, it could be
2275 justified on the grounds of 1ts value as an econonizing
2276} device alone.
! 2277 Now, any solution to the prqblem of technology leakage
2278] that does not take account of those elements of our
} 2279] strength, any solution, in shoit, that doas damage to the
2280 sources of our strength, will produce results far woxrse than
2281] the problem it purpoxrts to solve. Policies ained at
2282| protectingy Anerican security by Keeping from otherxrs the
=
M 22831 fruits of our science and technology must be tested 2gainst
2284%} that standarxrd, no matter how plausible they might otherwuise
2285 seem. Specifiically, we should look at the two alleged
2286) causes of leakage in that light, the two that have te¢ do
2287 with‘univezsities, I should savy.
2288 © The £irst of those is the uneven nature of exchanges
2289| between the Soviet Union and the United States. The first
22901 thing to be said about that subject is that it is true, that
2291! we and the Russians treat these exchanges gquite diffexently,
2292 and that they derive more tanvible benefits frqm them than
2293 we do. That is not to say that we derive no benefi%s at
)
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(]

2294  all. As othexs have said, we have precious few points of

22051 access to that clesed society, and while we have little o

[N
[
(o]
(o))
[$a]

ain from their sciences and tachnoloygy, we have much to losge

ey e e

ian institutions, processes, motives

03

2297). fxom ignorance of Rus

-

22981 and purposes.

+ - g = g o baran

2299 . 8till, thexe is no denying the systemaltic way in which thel
2300 Russians plan for and profit Ffrom the opportunities afforded

2301 their people in this countzxy. lihat needs to be said iz the

D

2302 fact that its control is wholly within the powezs of the

e er——y e

2303 United States Government right now. HNo legislation, no

2304 increase in authority is reculred to liwmit Russian access Lo f
1

1

2305 what is deemed to be sensitive training and reseaxrch. Undex ¢
. . : v !

2306 existing agreements, the State Deparitment must apvrove the ;
H

2307] program of study of a Russian scientists befoxre he can be
1 i . . - - N .
s 2308 assigned to an BAwmerican university. ITf the course of study

2309 is sgensitive, or is c¢losely conunected to sensitive work, the

5]

2310] remedy is to veto the application.

2311 Mr. GORR. Dr. Resenzweilg, if I mav intexzupt veoeu thexe, I ;
: |
23121 think thexe is a difference betusen disclosure and

he government to

[N
W
—
28]
ol

technology transfer. The ability of

restrict entry visas foxr reasons of technology transfer is

&>
78]
-
Py

not as settled & guostion as their ability to deny a-visa

o]
W
-
ol

2316 for someone that poses a national security risk; is that not

23171 so0? /

2318 Dr. ROSENZUEIG. I beliecve within the contexst of the

4y o ——

-t 20 iy s g e e o 1 AT epo—— -
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formal euchange agrsemants thal have baen Rl CA
the Cultural Exchange Agreercnts, that programns oz study

nust be approved hefore a visa is issued.

rhe
r
.

—

GORE. I'll pursue it. I shouldn’'t have interrupted
you.

‘Go ahead.

Dr. ROSENZWEIG. The explanation of some recent
‘controversies., including one in which Stanford was involved,
was that the State Department proposed to admit avRussian
visitor and allowAhim to come to Stanford, but only if wue
would agree to prevent him from seeing and hearing things
that are perfectly ocpen to'everyone‘else. Moxeovexr, we were
asked to assure that he would not see any nearby businesses.

Now, in our view, that was bad policy. It was a

=
~
]
e
w
ot
)
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what was really a fai
work going>on at Stanford was judged to bhe too sensitive fo
be exposed to a Russian visitor, then the solution was to
keep him auay from the university, not to ask the uﬁivers;ty
to play policeman during his visit.

Tt strikes me, though, that whatever problems derive Lrom
scientific exchanges ought to be muanageable. The govarning
principle should bhe that the decision abcut_wheﬁhex a

particular individual proposes to pursue an inappropriate

program properly belongs to the govexnment. Once an

S ey ——y o oot e Sy A

E
z

o ey ———
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2344 individual ig admitied fox study, houwever, ths institution

b2 asked to become. less

2347 The gensxral problem of the ready availability of the

2348 resulits of American scientiiic research through the onen

23401 literature ic at once easiex to cowmprehend and far nmore

2350 difficult to deal with. It is true that our scientific

©

2351 literature is open and freely available. It is also #iy
2352 that this fact enables others to profit from cur worxrk,
2353] thereby narxcocwing our wmargin of supexiority. But as I have
Z3b4t alrzady suggested, the more impoxtant gquestion is what

2355 accounts for ouxr margin of superiority in the first pleace.

23567 If 1t is correct that the vexry openness that is to the

2357| benefit of others is alsec an important Lfacter in maintaining %

AR . i
R !
N 23581 our advantage, then we would tampexr with it only a2t oux :
. : :

:\\
()
8]
el

pexril. g

Surprisingly, there is very substantial agreement on that

3]

2

[e3]
[#2]
<O

¢

N
L
j}
-—

point. Even those who would like te¢ shut doun the flow of
23621 cextain Xinds ox information are usually qguick to say that

2363 they do not nropose progrems of gevernment censorshi

e
<
"

2364 extensive new c¢lassifications of research projects. More
2365 commonly,. the call is for some Kind of voluntary seli-

tem of woluntazy pre-publication screening

54

2366 regulation, a sy

ul so that f£indings with potential

cf
0

23671 of reseaxrch xe

1)

2368 militeary application can be kKent out of cirxculation.
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2359 That is @ seductive notion. Indeed, in narrowly :
13
I . . s e . . !
\~D 2370] cirecunscxibed fields of study, it might even work. !
2371| Furthernmore, so long as the final decision on publication
2372| remaired with the scientist and not with the government,
2373 thexe is no insurmountable barrier of pxinciple. Such
2374 agreements nouw exist in some government and industrially-
- |
2375| sponsored research, and the field of cryptography is now i
2376 engaged, as we heard, in a two—-yeax test of such an :
E
2377 understanding.. : A i
2378 Parenthetically, the uestion of restricting publication
' |
23791 in oxder to protect patent xights is, I think, quite uidely i
2380 | nisundexstood, if I may just say a word about that hexe. E
, . : i
s ) . -~ - ;
2381 The puxpose of the patent system, as is nade abundantly )
i
i
2382 cleaxr in the Constitution, in which it's emhedded, is i
£ |
Lo o . . R i
o 2323 specifically to ensure the free flow of scicntific and |
' |
2384l technical information. Therefore, bxrief delays in
, :
2385 publication in oxrdar to allow fox the filing of a patent are :
2386 Justified in acadenic terms precisely in orxder to malks Full i
23871 and free dissemination of Knowledge poscibile; that is, to ?
2388! avoid the Xind of secxecy thaot is motivated by the neced to ' ;
i !
2389 preszrve a competitive advantage that can't he protected :
23507 undexr the lau. ?
. i
2391 Hell, in any event, I doubt sexicusly that the wvoluntazny !
$
: f
2392} solution has wide applicability. My sense 1s that the moxc |
+
: |
- P 3 ¥ ] ¢
23831 wicdely angrzem=nts of that scxt were to be extended, the more '
i
;
i
1
;
£ !
Lo i
|
f
t
i
I3
i
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|
} - 2304 - difficult they would be to enforce, The nmore Zrustrating the
27N . ) . '
';) 2395! failure to abide by thanm would be, and thz closexr we would
2396 therefoxre be to the nert steps, namely, reqguizred pre-
2397) screening and government control over the decision to
2398 publish.
2399 I don't Xnow anyone who now wants that result. It is
2400| important to Keep in mind, houwever, that the impulse behind
2401] regulation of any kKind, voluntary or otherwise, is a
21302) perceived threat to national security. As we heaxrd this
2403| morning, that is a uniquely unansuerable argument. I+ we -
. . .- . . " N
25081 accept the premise that our national security is threatened
. . .. . ) f
2405! by the free communication of research results, then the only i
ZU406| policy disputa that remains is over the effectiveness of i
%
24071 this oxr that means of making it less open. ]
~, i
(™ | | ;~
~wj 2408 _ I submit that the prewnise is wrong. e should xeject it. :
2406%| Our security, ouxr health, and our prosperity will be served :
2410] bhest by adhexence to the principles and practices that have ]
2411| been our main scurces of strzength.
. . i
2412 : It has slways seened risky, Mr. Chaizrman, to run an oven
2413 societyv. Perhaps that is why there are so Fow of then. Bux

2474 when citizens and leaders alike have been willing te take

B2

2415] the rxisk, as ours have been willing to do throughout our

2416| histoxy, the most marvelous engine of creativity is setl in

24171 motion. That, I submit, is our real advantage. Why on

2418 earth would we want to give it awav?




HGT088030

;.a

Rosenzweig follows:

AN P P W S

N’

ot LBl B it e i r e i L

Approved For Release 2007/03/21 : CIA RDP84B00274R000200040004-7

e e S p S D ATy Y




B Approved For Release 2007/03/21 : CIA-RDP84B00274R000200040004-7

| NAME: HST088030 , . PRGE 105

| 2423 .. HMxz. GORZ. Thank vou vexry wmuch.
© > ui Dr. Preos, how soon can we expect the recommezndations from

24251 the National Academy panel studying this matter?

24290 Dr. PRESS. I am hopeful that most cof the briefings and

24271 discussions can take place in the next month ox two, se that
24281 hy September would could have a presentation to the
242491 govexrnment about what we found out and what oux views are,

2430 n an interim fashion, and that may be vexry close to oux

$

2431 final repoxt as well.

2432 Mr. GCRE. I wondexr if you could coma back to another
24331 doint hearing of these two subcommittees when that report is

a%]
£
w
£

complete. :

2435 Dr. PRESS. I would be happy to.

<.

24530 Mr. GORE. Dr. Rosenmwelyg, anong the many questions I want

EaliaN
e

24371 to address to you and to Dxr. Press. let me go Tirst te the

Zu38t one that vou ailuded te just briefly with wvouzr statement on
| 2L3%F patents assuring the free flouw of information.
24040 O0f couxse, while thalt’s true, that is far fxrom the entent

ztigll of the thicat posed to acadenic freedom by the contractual

2442 arrangements that t and I have discussad on zeveral i

y
A1
ot
A
-
C
e

e with that, wouldn't you?

1]

24431 occasions; you would agre

244y Dr. ROSENZUHEIG. Yes, T would.

- A - . . . :

244h Mxr. GORE. Were vou surprised to hear AZdmiral Inman and
' t
]
2445 Secretary Brady say that the willingness of the acadenmic i
: . . !
24471 conmmunity to accept zestraints on the traditional view oFf !

i
i
H
H
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acadenic freesdom in the name of preserving contractual

arrangements with businesses in part led them to see the

)

need, prerhaps the viability, of similar restraints, wherze
the government's national security interxests uwere involved?
llere you surpised 1o heaxr them say that?

Dr. RG3ENZUEIG. Mo, I was not. There is an apparent kind

Ui

of symmetry there. Admirxal Inman at several points took
pains to make clear what‘he actually said as opposed to-what
he was reported as sayving. I think I can help him con this
point.

What he actually said in thét talk, primarxily at lLeast,
had to deo with the consulting arzanéements of faculty,
rather than the contracts for reseaxrch between universities
and industzv. It is true, that in their individual

consulting arrangements faculty frequently undszrtalle to

maintain a confidentiality ox a secrecy in wavs ‘that are

guite inappropriate in the context of an agrecenent betueen a

university and a business enterprise, in which graduate

R

students are invelved, in which publications are enpected to

emexge.

N .

Even in that latter point-—-As you may know, I was involved
over the weelkend in a meeting at Paharo Dunes, which
produced a set of stiatements which were rxeported in the
press yesterday and this morning, on the subiject of bio-

technology. The subject of secrecy was discussed, I would

P T p—
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| . . . . ;
i . 2nT3 say, in guaniitative te2ras, 25 much as o7 moxoe than any
\ . T
\ s
Y ) : 24741 othexr single subject that was addressed. There was

24751 widespread agreement among the university presidents and
2076 other univexsity administratozrs, among the faculty who were
24771 present, and among the businessmen who were present, that

24781 there is no significant advantage to bhusiness in the kind of

24791 secrecy that most people axre concexrned about. They do want

2480} enough time for protection of their patent intexests. They

21481 don't have any significant interest in having universities
2882 protect trade secrets and othex unprotectable XKinds of

24831 dinfrmation and, in fact, would tvpically be rathexr reluctant

25341 to make that information available to universities in the

24851 content of these agrecements.

e e -y ———

2886 Indeed, the agrecment on the necessity to avoid secrecy ‘
:»> E
R 2487 was not only the firxst in oxder or »resentation in the )

24383 document, bhut X think was central to everything else that
2489 followed Fxom it.

24390 Mr. GORE. I want to commend vou and Dr. Kennedy at
2491 Stanford f£or hosting that meeting. 0f course, you and T
24921 have had a number o:if private mesetings about how the

Z493] university connunitv might go forwaxd in this area. But I
24941 am concexrned that when vou have scientific conferences and

24981 corporate lawyers review the presentations made at acadenic

[t

24996 conferences for disclosure of trade secrets,; that the cross-—

2497 fertilization that my celleacusz £roan Ohlo mentioned earliex

7
\
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just doesn't take place in the same way that it might
otherwise.

Dr. ROSENZHWEIG. I don't mean to say tThexe aie no
problilems, and I think it may help to bes a little moie
precise about what they are.

Specifically with respect to puﬁlication, I think it is
generally agreed there is little, if any, procklen. _That is
to say, our licensing people at Stanford assert -
categoxrically that they can move Tto protect the patent on an
invention faster than any scientific journal ¢an publish, so
there is no confilict between publication and protection of
patentakble inforxrmation.

Thexe is a special problem that has to do with the
présenﬁaﬁion of reseaxch results in non-publishable form,
either in seminars that are open to the public, oz in
scientific cenferxences. It is not c¢lecxr that thexg iz =
useful university policy that governs that. The
universities that were present at that meeting cextainly a1l
would articulate as a mattexr of policy that it is not
desirable to encourage delays foxr that purpose. They oll
recognize, though, that they'ze dealing with individual
faculty members, gcome of whowm would he sacretive if thexe
were no commercial motive at all. I mean, it's Jjust in the
nature of theixr pexsonality structure as scientists to with-

hold moxe than others do.
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It is hardly conceivable that President Kennsady ox Derxrrick
Bach or the othexr pxesidents who were there would instruct

their administrators to go to theix faculty and say '‘please

don't give that papexr'' in oxderx to protect some commerxrcial

.

interest. I mean, that just doesn't happen in a respectible

univeristy-—-and most universities are respectible, most of

the time.

So there are some special problems involved, but I think

it is not as broazd and genexral a probkiem as it may have been
thought to be.
\}

Mr. GORE. It seens to me that universities charged with

safegquarding the great heritage that American universities

f,

have are rightly concerned about a.ihreat to academic

freedom which may come from statements by‘the national

security apparatus, and also ought to be concerned about the

threats to academic freedom resulting from a trend of much

closexr zxelationships betueen univexsities and cozpéxations.
Dx. ROSEHKZHKEIG. Yes.

Mxr. GORE. You're Ffrom a university that has xecognized

©

thét concern. HManv othars have not. T wish that mox
would. MWe're going to puzsue that issue as well.

T wanted +o briefly follow up on the ability of the
govexrnment to deny visas to scientists in exchange

arrangements when a technology transfer threat is imposed.

I agree with your interpretation of the law, that they can
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i ... . 2548 do.so. .Fhen I intexrusnted vour prepared remarks, the voint
5N
{‘j : 25491 I was trying to make is that thzre is disagreecwent in. the

2550| Executive Branch about what is required to deny a visa to a
2551 visiting scientist from a foreign country if there is =a
2552 | specific technology transfer threat associated with that

2553 visit.

2554 I agxree with you, that if the government has that concern,
25551 it should not shift the buxden of policing that individual's !

2556, activities in this country to universities that are not used

2557| to playing such a xole, but rather should do a better job of .
2558 controlling access to the coﬁntry of people who may‘be“

2559! coming here for that specific purpose, if the government i
2560 decides that it's a problem in a particular situation.

2561 I take it that both of you wculd agreze that the university

¥'\,_ j:

25621 community could -be morze sensitive than it is to the problen

2563}) that Admiral Inman was describing. Is that an awkrard way
25641 to put 1t, oi—~Yes, Dx. Press. i
2565 Dr. PRESS. Mell, I think it is important .fox us o

2566 receive the kRind qf briefing that hz referred to. T haven't
25677 seen the clossified information that vou have seen. I would
25681 like to see him malke his cage ahout the dagree of damage,

2569| even though he said it was a very saull perxcentage. 1 would

28701 like to see what that vercentage is, and I am sure this

0

2571 panel we are establishing will have access to that
2572

inforrwation and will get that briefing.
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2573 : Absent that information, it is hraxrd to take a pozition on ;

what is the relative damage conpared to the damage to our

N
]
3
£

kY y
Mt

2575 own institutions by any prorosed either voluntary or other

2576 form of restriction.

2577 Mr. GORE. Dx. PRosenzweig? {
2578 Dr. ROSENZWEIG. I agree uwlith that. g
2579 Mr. GORE. Okav. Mr. Brown?

2580 Mrz. BROWN. Gentlemen, I raised the point with Adnmiral f

2581 Inman with regarxd to his statement on the current outflow of

2582} technolegical and scientific informatioen in which he =zaid

2583 that this was damaging to the naticonal interest and to the

25841 naticonal security. I want to raice with vou the gquestion oif

25851 how you distinguish between national interest and national

2586| secuxity. t

rd

{ . .. i

‘m) 2537 Is there a cleazly defined, straightfcrwarda concept of the ?
: i

2538 national intexest that vou gentlemen are aware of and are

2590 ' Dr. ROSEHZWEIG. I would answuer that No. I think it is

g n e ey e e

2591 easier to tal¥ abeout the national security <Tthan it is to

.

2582 talk about the natienal inrterest. Naticnal interest, like

0]

{

25932 public intexest, like a lot of other terms that are used

25941 frequently, tend to be used to descxibe the position of the

2595 =z=peaker rathexr than some external reality tThat we can £ind

25961 out there. It's a difficult area. !
b
4

2597 I have not, by the way, once—-—-and I hope it has bheen é
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noticed-—-usad the texm

My positicn is that a genuine concern foxr national secux

leads one to the conclusien that the way'me do husiness
this country is the best protection for our continued

national security that we carn £ind, and that departures
that way arxe short-sighted and liable to do more damage

good.

Drx. PRESS. If I nay zespohd in anothexr way, theze

narrow way to describe national security in texrms of

specific Soviet military systems that have integrated

b

circuits that were designed primarily by us, and
obtainad by them in some c¢landestine way ox anothey. I
think we should take a broader view of ocuxr national
security, for example, recognizing the xole that uni-

research plays and what university research contributes

2aon' ' An my - rénnch

ity

in

H
[
)
3

than

is a

hat uazxe

rSity

to

our national security. The basic concept of the computer

and the stored program computexr, communications thazoxv,

naw

kinds of matexials, these are being developed on univexrsity

campuses. The semi-conductoxr industxy itself recognizes

that it is underx—invested in basic¢ ressaxch and it is nour

turning to universities to uncnr take that reseaxch supported

by that industry. So these universities are a valuabhle

rational rescurce and we should again balance the equation

of leakage on one side to the enormous contribution the

universities make in their oren and unrestricted xeseazch to

O UV N S ——
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2

4

Mz. RBROWN. As long as ué’re speaking about that, idniral
Inman is going to provide us with more detailed information
about the losses that arxe potential with regard to certain
militarily-sensitive technologies, or is going to trv to
list those for some of us.

I have not seen ﬁell guantified the advantages from
maintaining a bala-ce, let's say, more in the line of open
comnunication. Both of yoéu have made very effective
statements on that.

Dx. Rosenzueig, you made what I thought was an axcellént
statement in an article that vou wrote forxr +he Mexcury Neus,
in which you guoted one of our eminent science writers along
the f£ollowing lines: '*The reason we are ahead of the
Seviets in science and technology has ncthing to do with
expenditures, talent ox ambition, and all three departments
of the United States and the Soviet Unicn arxe lookélikes.
What sets the tuwo countries apaxt and makes the U.S. dynanic
and creative and the Scviet Union clumsev and neediul oFf
scientific larxceny is that cur reseaxrch is mostly open ang
theirs is mostly secret. That is the unanimous report from
enigres, defectoxs and foreigners who have visited Soviet
research centexs."? Tnat wasn't vour words, of couxse, but
you guoted it with presumed approval.

Does it still xepresen? vouxr visus?

a
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2648 Dr. ROSERZNEIG. Yes, it certainly does. I don't : :
k;) 260801 ordinarly--I am happy to quote Dan CGreéenbzrg~-but I don't
2650 ordinarily quote Edward Keller. But,. as vyou Know, he has }
2651| been eloguent in his comments on this issue, specifically in ;
2652 his observation that the arxes in which we have the leaczt
26531 lead, and uwhich we may even be behind the Scviet Union, ;
2654 namely, nruclear technology, weapons Ltechnology, is the axea
2655] that is hedged most around with secrecy.
2656 People say therxe 1s some connection between those tTwo. I L
2657} don*t knou that they are connected. It's an interesting ;
26581 ohgexrvation.
. !
2659 Mxr. BROWN. Hell, as yvou »oint out, it is trxue that the i
2660 original legislation with regard to atomlc enargy prescrikas i
§
t
2661 some of the most rigorous standavds For secrecy that is !
“a, H
Y - . . . ;
e 2662 | available to any sector of technology in this countzy. It '

26631 is haord Ffor me to understand your statement, therefoxza, that

2664 the Russians are ahead of us in this axes.

2665 Are you vrerared to validate that?
2666 Dr. ROSENZWEIG. I only Know what T reazd in the neuwspapeis

26671 on that subject, Mr. Broun.

2668 ' ITx. BROWN. Are vou hinting or, by parzllelism, implyving
26469 that if we'xigoxously enforce additional'secracy in othex
26701 areas that we may ginmnilarliyv zall hehind the Russians?

2671 Dx. BOSENZWEIG. Yes.

2672 Mr. BROWHM. You're sreaking as a political scientist, of
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couxrse.
Dr. ROSENZKEIG. That's correct, which is to say 2 non-

scientist.

Mr. BROWH. That's the view of this administration, of
course.

I want to go back to the statement about the national
interest. It seems to ne that some of ourx concerns about
restriction on the flow of scientific informatien and
technology stems from a concept of national interest rather
than national security——aud I am not implying that this is
bad. But I would like to xrefresh your memories and asX iorx
you to coumment on the fact that Pzeéident Cartexr felt that
our national intexest revuirad us to cut off shipments of
grain to the USSK; Pxesi@ent Reagan felit ouxr naticnal

interest reguired us to resume shipment. Likewise,

o

President Cartexr felt that it was in our national interest

to provide technology fox, say, natural gas pipeline layving

‘equipnent, and President Reagan feels that it is in oux

that kind of technology.

4
r-’-

Ut oxd

o

national interest to

The point of this is obvicusly., when you staxt tallking

1]
o}
Hh

terms of national interest, you have a much widexr rang

disagreemnent as to what the national intexest is, and & much

gratexr need for the involvement of a knowledgeable policy-—

making body of sorne sort in reaching a consensus on this.

e e Tt e R
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| 2595 lould you agree or disagree with that statement?
[ﬁ-\‘\ " y A T -+ k] - * T e ol o : - |
S 2689 - Dx. ROSEHZUEIG. I would like to distinguish, in response
.
2760 to that, quite sharply between the situation with respect to
2701 scientific and academic exchanges and 2 situaticen with
27021 respect to the way in which we conduct our own scientific f
2703| apparatus establishment in this country.
2701 The exchange agreements, it scems to me, have aluways been,
2705 wexe in theixr initial impulse, and have been in theix
2706| operations over the years, to a large deygres, political,
2707 that is to say, an instrument of diplomatic relations
\
1 z
‘ 2708 between the United Statcs and the Soviet Union. Kow, they
2709 have had inmporxrtant acadenic values and other things
{
2710 associated with them, but they have been turned on when
'2711| things have been going well, and shut doun when things are
. b
e 2712 going badly. Kinds of xastrictions of the pettiest nature
2713 have been inposed on cuxr people by the Soviet Union and on
2714 their people by us in return.
2715 I just don't see those as fundamental to the American
2716 acadamic enterprise, although T strxongly believe in- the i
i
27171 intrinsic value of a free esxnchange of science. Since I
27181 don't think that science 1s a national enterprise ﬂ
' i
. . X M
2719 parxticularly, it is, moxe than almost anything else, '}
2720) vpropexrly conceived an iunternationzl entexrprise. But realisn i
|
|
2721 dictates That we Just have to look at this subset of that in
2722 moxe political terms than we do othexs, and therxefore I an ;
VA
A7
P
§
[
¥
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2723  Jless trouniad by hoeidyss on thoss programs than I am about

ENINS

A , . . . .
v 27204t efforts to change in very importent ways, indeed, in

2725 fundanental ways, the way in wphich knowledge advances hest.

trikes me that the evidence is overwhelming that

2726 It

“
fl

27271 knouledge advances best when the communication c¢f knowledge
27281 1if freest and mosit open. I can't give you numbexs to prove
27291 that, but I ¢an ask you to view of evidence of our censius.

2730 Mr. BROWH. I am sorxy that you can't give us nﬁmbexs

e e e s e f e o et e e — -

2731! because I am hoping that you or othexr witnaesses can help us
27321 to at least define these advantages as fully as possible, L

ssential ingredient in tha

[

2732 because obvicusly, they are an
2734} balancing process that has to take place herxe.
h)

2735 Dxr. ROSENZWEIG. It's possible that others can. I am

2736] sinmply saying I am nct able to do it. i

Ty
{ 9 X
R 2737 Dx. PRESS. There is ne guestion, Mr. Brown, about the

27381 political nature of scme of oux cooperation agreements with

1%

2739) eother countries. I am told of one Zormer Secretarv of State
27401 whe signed a science c¢ooperation agreenent evexry time he

27411 landed foxr a xefueling stop.

2742 - But by =and laxge, the scientific community itselif suprorts
27431 these agreements for the simnle reason that comnunicatioen,

A v s 17 g e I ey W /\'v]' » - P N e v R T s

ts, males their own wexll more effective.

27451 That has been so, and it can bz documented: case histoxry

2747 Take the axea that you're fLfamiliar with, nucieax fusion.

Ay Y A e e i T e s s = St e 4 e eam ixom e o s n e oy
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2748 TOCOMAC is 2 Russian word. Some of the original theovretical

27h9] concepts were brought here by Scviet scientists. &t one

2751!: things about nuclear Ffusion that uwe had classified. That's
2752 an examnple of where two advanced nations worxrking together
2753| can push more rapidly a technology that may be extremely

' 2750 time in our exchange program the Soviets werxre telliing us
2754 important to the future of our world, namely, an alternate

2755| source of energy when our fossil fuels are gone. .
2756 So it is true that we have these political motivations and

2757} it is true that the budget to a certain extent goes up and

2758 down with the atmospherics, but I think ecne shouldn't under-

2759 estimate the value that scientists recognize in this,

2760} namely, woxking together deoes make the globhal productivity

2761 in science nore eiffzctive.
P .
i } .
Seai 2762 Mr. BROWN. Well, I am Just tryving to elabozrate on the
2763} distinciion, i1if thexe is one, betuween the concepnt of
| ]
2764%1 naticnal intexest. which does allow fer some of this tit-fox- !
f
t
2765 tat Kind of thing, and national security, which presumably '
. : L . L
27661 is a standarxd which doesn't allow fcx that. ‘
2767 GEf couxrse, I think the IIASE case at present is one of
2768} those which, as admiral Inman pointed out, i3 not strictly a
27621 security matter. It is slivhtly involved perhaps. But the
2770 concept is being advanced hexe that the natisnal interzst
27711 dictates ox at least leads us to severe this particulax i
27727 relation.
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ggest that that’s a perfectly leygitina

to take if you agree with the particulaxr political

philosophy behind 3t.

Even the Acadeny has not heen above

doing a little tit for tal in connection with cutting ofk o
reducing scientific exchanges in an effort to get the

attention of the Soviet Government;

Dx.

question?

PRESS.

am.I corxect?

Are you referring to the human xights

Mxr. DROLN. Corrxect.
Dr. PRISS. Yes, that's correct.
Mxr. BROWHN. So we're not talking about zbsolute princi

We're talling about a matter again of balance within the

confines of a particular political philosophy.

Lr. PRESS. Human xights is an issue that is a matter

principle.

Mxr. RBROUM. Well, lel's say a conflict of two principl
Pr. PRESS. That's right.

Thank you, Mr. Chaixman.

Mr. GORE. Mxr. Shamanslhy.

Mr. SHAPMAKNSKY. Thank you, Mrx. Chaizrmzan.

Dr. Rosenzweiyg, I Ffound youxr tTestimony

of courxrse, excellent. I am glad to have heaxd "it.

Dx. ROSENZWEIG. Thank you.

Mr. SHAMEMNSKY. Having previously described my homa as

vy

location of Chio State and Batelle and C

hemical Abstracts,

X

la.

pe]

v
3

of

es.

hoth eloguent and,

the
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we alsoe have othex infoxmation indusitzy units Llile Conpu~
Serve uhich sexrves the insurance business, and Ban¥ One

which does the computer woerk for Nerxill ILynch, and a numbher

of others--lWonderamics Cube started their two-way, intezr-

active TV thing.

What X am getting at is that it is ny understanding that

in the area of cryptology, it is going to become important

in the future foxr methods %o be devised tc protect

-

legitimately the information of these varicus c¢lients of

these organizations that I'm referring to hezxe.

Do eith=zx you or Dx. Press have any information or on

opinion as to houw well is5 this cryptolocy thing working?

Edmiral Inman c¢ited it as being a glowing axample of what he

had in mind. I accepted that initially. Is it so good, in
your opinion?

Dr. ROBEHZHWEIG. I thinX Admiral Iamon's conclusions may

be premature on that. He may well be xight, but it's eaxzly

to say.

I had occasion over the wzelend to tzlk gquite a »it with

Chancellexr Heyman from the University of California,

who was the chairman ol the coemmittee that put

Bexkeleyv,

this together, and it is guite the members of tha

committee—~~at leaslt the academic members of the committoe 1ho

ax:-:angei;\_-an‘?:-*—wexe not

desirzable.

necessaxry ox

I A T V) £ e e £y o o g = 2 P T+ ety . 2o 7 3mm e e




T

o

Y

o~

HAME:

2827

2828

2829

2830

2831

2832

Approved For Release 2007/03/21 : CIA-RDP84B00274R000200040004-7

HST0S88030 PAGE 121
What they swid essentially was that "Tws are told that therne

is a p;ohlam here. We are not in a position to validate the
existence of that problen ourselves, begause the evidencea
for it can't be given to us, but we are willing to-assume
that the people who tell us there is a problem are xight;
therefere, what can we do to find odt experimentally whether
thé problém exists, and if so, how great it is, and if so,
whether trying to solve that problem will do more harm than

good."'?

So they set up 2 syster in which this very naxrowly

ot

circunscribed field of people—~~I mean, everybody in tha
field Xnows everyvbody else; 1it's not a very large field of

science--agreed voluntarily to sukmit their papers for revieu

to NSA, I guess it is, or uwhoever their contract monitox

1]

was. If they were asked to withhold that paper, or change

"
&)
o]
s
Q

it, in part, they had the richt to appszal that decisi

]

an impaztial board, which consisted of a gxoup o©

=

BN

and a group of government people, who evaluated the clains
of the govezrnment and the clzims of the scientists, and
reached a congliusicn, which the scientist was able to accept
cx reject, and in the end publish 1f he or she chose to.

There are several things to be said about that. It's =

o

very cumbersome arrangenment, obviously. If£ you extend that

<+

over many areas of science and much larger numbexs of

scientists, you have an adninistzative pzoblem of very

R g
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substantial dimensions.

The sccond thing is that 1t was established for either =
two- or three-yoar experimental perxiod. They just finished
the f£irst year, and the evidence is quite ambiguous, I
thinl, about the extent to which there is a prxoblen, as
evidenced by the number of papzzxs that have been challenged,
ana the extent to which the membexrs of the communilty have
been willing to agzee tc it and the way the apparatus is
working. So it's an interesting exveriement but I don't
think it cught to be usad foxr anything moxe than that at

this point. T think it's a mistake to overlesazzn from that

ok

-experience ond to extend it prematurely to much broaderx
areas of science and technology.

That’s my own sense of that situation.

pal
Y

Mr. SHAMARMNSKY. Dr. Press, you nave a more scientific,

5]

distinguished f£rom the unscilentific, political scignce

field, and T am concerned, as I mentioned a moment auo,

about being able to impxove the cryptological science. X
[ e

think it is an important science and would have impoxrtant

applicability to the £low of information, the successiul

flow of infermation by those companies and entities that
work in that area. That's vezy dinportant in my home

conmmunity.

Do yvou share the feeling that I'm getting hexe, that these

b3
3

(=2

v

X

o
It

strictions may end up hurting us moxe than it hurts thos
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(3]

o)
<

mwe're trying to deny the informzation to?

£

Pr. PRESS.. I think that the point you make, theat

cryptological research has a private secitox, nengovernmental

.sectoxr of interest, of large commercial value, 1is a gocd

one. That is the case for the reasons you cited.

N =

Also, that kind of resesrch is a legitimate branch o¢f purze

mathematics. Factoxring large prime numbers is something
that mathematicians have worxked on f£ox a long tinme. So-
vou're entexing now the axea of pure mathematics, and
because there's a possible connection, therxe are possible
restrictions on it.

I am told that in the first 30 papsrs subnitted for

P

clearance, all 30 were c¢leared within 30 days, 30-30. So,

so far, it seems it has hardly had any effect on research in

I should »oint out theryre arxe a number of universities wvho
refused to subscribe to this experiment as a matter of

ncern for euntension into otherx

<

principle and because o ¢
areas, as has bhzen proposed. I would like to suspend
judgment and see what happens in the next year, and if it
works, then into other areas, I would start worrying
severely.

e restrictions in extremcly yYare coses, vexry, veny

H]
w
w
o
bt

'O

e s}

rare cases, where the national sccurity can denonstrably be

cshown to he at risk, T don't think ¢ne should rule those out
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2893 as a matter ¢ princinle. Cnz shoula heaxr the caze on hoth
{ 3 28991 sides. But if this were a way of life, extended to more

28011 for concezxn. -

2902 I think the govexnmanﬁ witnesses had in mind only a few
2903{ technologies and they would c¢laim that their application of
2904] possible restrictions would be raxely invoked.  But to what

29051 extent that will occur, what they mean by that, I think‘

2906! those are the issues that we will be exploring in the monthé
29071 ahead. |

2908 Mr. SHAMANSKY. Are you familiar with any'éxpliciﬁ cases
2906] in which thexe has been a gross disclosuxre of something on

2900 than extremely rare examples, then there might be some cause
" 2910! which there weuld have been unanimous agreemenkt that it
|

2911 should not have been disclosed in the f£irst place?
Y
} it 2912 Dr. PRES3. Frem universities?
| 2913 Mr. SHAMANSKY. Yes, ox even anyplace.
| 2914 Dr. PRESS. In terns of industrial concexns, the i
|
2915 c¢landestine transiexr of harxdware, of microprocesses and that '
. i
.. t
2916f soxrt of thing, I believe that has occurxed. In terms of the ;
29171 kind of resesarch that goes on in universities, where vou are ;
. !
29181 not dealing with state-ci-the-art manufacturing know-how in i
t
T
2918 critical technoleogies, which was Mr. Brady's concexn, I !
t

2920| would lbe surprised if sexrious famage has been done to oux

29217 country.

[T ———

2922 But again, I would 1ile to have the briefing that we've

—~
¢
‘.."-.' >_—'
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| 24273  heard about, that clains a snnll amount oF danaye has i
|
() .
WA 29241 occurred.
2925 Mr. SHRMANSKY. The nattexr of espionage, whethex it be

2926 industrial oxr military, it seems to me that is a probleam at
29271 all times anyuway. Do you think the kind of procedures
26281 hinted at by the Adnmiral would in any way lessen the—-
2929 Dx. PRESS. There is one way to be sure to mininize the

29301 damage from such espionage, and that is to stay zahead, by
- <

4

2831| making the proper investments in RED and education, capital
2932 inestments in productivity and so on. That is a way that we

2933| have stayed ahead beforxe successfully, and if we can get oux

29340 institutions in oxdex to do the kinds of things necessazy to
2935| maintain our scientific and technological leadexship, that

2936] would give me personally & greater saense of security in

( b .
1%f v 29371 these areas.

2938 However, az I said before, I do want to hear

V
byt
sy
D

e e o i e =

2939 governmenti's claims that damage has been dene, and I haven't
29401 heard it.

2941 Mr. SHAMANSKY. Thank you very much, gentlemen.

2842 Thank vou very nuch, fx. Chaixrman.
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2043 Mir. GORE. Thank you:
£y _ . . . X .
7 2941 Dr. Rosenzweig, I would like te ask you to eupress for me

25451 whot yvou believe the zeaction o¢f the university coummunity
2946 . was to Admiral Inman's initial statement and the way it was

2947 perceived.

2848 "You said in vyour testimony that the last 30 years of
2949] government-university relationships have been assisted by a ;

2950! rare degree of understainding and sensitivity on the part of
2951 the government. I take it that you Telt the xecent events

2952 eroded that xelationship.

2553 What was youxr reaction to the statement-—as i1t wag weporie
29541 anyuay?
2955 Dr. ROSENZWEIG. I nmissed the disclaimexr that Admiral

2956 Inman said he started his speech with, namely, that he was

' S 2657 | speaking as a private citizen.
2958 Mr. GORE. Were you at the meeting?
2559 Dx. ROSENZWEIG. I was not at the meeting, but I rezd the

2960 full text of the speech afterwards.

——m— Sen o VE § T ~—— T h T S Y S S S, 4 A et

2661 I must say that I wouldn't have been, I don't think,

{-
[
)
fut
[
-~
4
-~

2662} texribly imvressed by that disclaimexr, sgsince I don't
2963 it is possihle for the Deputy Directoxr oFf the CIA to spex

t to his puklic

d-

296l on an issue of substantial interes

(0]

2965 regsponsibilities as a private ¢itlizen. any more than =z

29661 univexrsity vresident can svealk on an issue of educational

29867 policy a3z a private citizen. You aarxe vour role, to sone

. i
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2668 extent, and thabt’s dust a fact of life.
P » . . :
o 2969 I was vexry much concerned about some of the things that
B
29701 adnmiral Inman said, in the suxrounding centext in which -

rlucci had been saying similar things, and

=

Q
2}

2971{ Undexr Secretary

29721 which Secretary Weinbergyexr had been sayving things that

et e enr e e e s < —— s —————

2974| positions in government were resonding to a prohlem by

rFficianlly the simplest solution to

[ty

2975] reaching for what was sup

B

20761 it-—-"'if somebody is getting what we have, then Heep 1t away
2977, fxom then.'' That struck me as a uwurong and dangerous |

2978 sclution to the real problem, which is, propexrly stated, I

29791 believe, how is it that we have what uwe have and they don't

2980 have it, and what can we do to maintain that advantage.

2973 sounded similar. My concern was that people in high
‘ 29817 Looked at that way, I think you come up with a diffexent s=t
| . ..

B 2982! of solutions.

2983 Mr. GORE. What was youxr reaction to his statement hexe

2984| this nmorning?

2985 Dr. ROSENZHEIG. Mell, I guess I'm not encrmously
2986 reassured. T don't think--I have no reason to helieve <that
2887 Edmiral Inman has any less concern zor the values that I

2938| believe in than I do. I thinlt he has anothexr set of
29891 concerns that compete with those values and may override
590! <then. I worxried about his expressed concern about what nay

2991 happen six menths orx 12 months or 18& months Zrom now 1f this

29921 hemorxrhage is not staunched.

AP St e sy €30 e i S e
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} .
2593 T wouwld put it at this point at the level of concern .
: e . '
{ ) 2994 rather than alaxm. I also find a good deal of very helpful

2695 rosponse from the community at large and from the political
2966 community. These hearxings are an evidence of that response.
2¢971 So I don't see us barreling douwn a one—-track railroad with

he other end of the

dc

D

2998| nothing in sight except disastexr at

~
i

s hexe that has

Q

2999} line. I think we're engaging in a proce
3000 iséme contrels in it, and if we're alexrt and vigoxrous to_our
3001 cwn interests, we c¢an prxobably help to shape that.

3002 - Mx. GORE. Hell, it is the hoée of these two éubcommittees

3003] that a dialogue like +this one c¢an lecad to a batter result » i

\
|
i
|
| 3004| than might otherwise be the case.
|
1 3005 One final question,'nr. Press. What do you view as the
|

30061 avppropriate rolas of the National Academy of Sciences in
30071 mediating or refereelng dispuies of this kind? iave you
3008 been put in the middle when you don't want to be put in the i

-

3009) middle?

v

o

30190 Dr. PRESS. I don't think we want to mediate or referee

3011 all. I believe we want to understand these issues, the

i}

3012 constitutional gquestions, the guestions of the nature o

.,

3013 s¢lel

-

¢e and how science is impeded by certain kinds o

301k restrictions, national intexest in the broadest views that
30151 Mx. Brown has defined, and make some recommendations to bhoth
3616} universities and the government for some degree of

B

3017 accommodation, if that's necessazxy.

b
7

e
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| _ . . i
3018 But we are a private organizaltion, nol a governnental one, !
{:) 2019 even though Congress did give us a chorter back in 18563, and
30201 I am even worxzied abhout plaving the xole of an honest
3021| brokex, because honest broRers usually get squeezed by bhoth
3022 sides.
3023 However, I think the naturxe of our panel, the wisdom i
3024} represented by the membership on that panel, is such that
3025| both sides will sexiously considex their recommendations.
3026} That, I think, is the essence of what our contribution will
3027 represent.
3028 Mr. GORE. Well, we will looX Zoxwarxd to hearing hack fron
' . , . , i
| 3029 vou when your panel has completed its woxk. i
| : i
| . . ) : b |
| 3030 I would like to thank both of you £oxr a vexry eloquent and ;
|
3031 effective statement. Thank you very nmuch. §
/W\"‘? i
{. A :
“r? 3032 Dr. ROSEHZWEIG. Thank you, IMx. Chaixman. g
3033 _ Mxr. GORE. Before c¢alling our final panel, I would like to ’
3034 have about a five-minute recess, no longer than that, and i1f
3035| our next panel could worXk theirx way to the witness table in |
3036| the intervening recess, we will come hack in five minutaes.
, ?
3037 [Recess. ]
¥
!
]
{
;
'/,r'j\
i
Ry 1
P
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!
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|
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3033 Mx. GORE. Thne subcommittee will ccomz back to oxde:s. ;
:
{,\ 3639 Ke would iike to call our third panel, Dr. Robext Corxell,

3040! Director of the Sea Grant and Maxine Programs at the
Ioy ] University‘of New Hampechize, and also representing the I
3042 {ational Association of State Universitiezs and Land-Grant
3043] Colleges, and the Sea Grant Association; Dx. Edward Gerjuoy.
0Ly Pxéfessor of Physics at the Univexsity of Pititsburgh, who is
3045 also representing the Zmerican Physical Society; and Drf
3046, John IMclucas, President of the World Systems Division at

3047 CONSAT.

——

3048 Gentlemen, we would like to welcome all three of you.

3049 Without chjection, the entire text of vouxr prepared renazks

2050 will be included in the record in £ull at this point. lie

3051] invite you to summarize or to present your statements in

-’"\‘
i
o

it 30521 such a fashicn as you see it, beginning with vou, Dr.

3053 Coxell.
30551 STATEMENTS OF ROBERT CORELL, - :TRECTOR, SEA GRANT AHD MARINE i
3056 PROGRAMS, UMIVEESITY OF MEW HAMPSHIRE; EDUERD GERJUOY,

3057 PROFESSOR OF PHYSICS, UNIVERSITY CF PITTSRURGH:; AND JOHH

3058 ﬂcLUCE., PRESIDENT, WORLD SYSTEMS DIVISION, COMSAT

m
123
=
o}

30662 Dx. CORELL. Thank you very much, Chairman Gore,
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3063 committee members. i do appreciate the oppoxtunity to

3064 appear bhefore you today to discuss a numbher of these vital

3065| gquestions that have already been addressed with such care
3066|. and elogquence.

3067 WWhile from my perspective the impetus for these

3068] discussions emanates frxom the drafting ¢f a new Executive
3¢69] Oxderx witﬁ regaxd to national securxrity information, it is
3070] cleax that the issues being addressed have much broader-
3071 origins.

3072 Es yvou indicated, I am hexe in bhehalf of the National
3073| kssociation of State Universities and Land Grant Colleages,

nt Association, the tradition ¢f which

o]

3074 as well as the Sea Gz
30751 is well Known to this committee. The Sea Grant colleages,

3076! on the other hand, are somewhat vyoungexr in theilr oxigin, as

S 3077 théy are dedicated to research, education and public sexvice

3078 uith respest to our ocean resources.

3079 Further, to provide another context, I am a Pxofessor of
| : 3080 Mechanical Engineering at the Univexsity of New Hampshire,
2081 as well as directing its marine and sea grant dbllege
3682 pﬁograms and, mavbe more impoxrtantly to this discussion,

3083] conduct a major reseaxch laboxratory that is dedicated to

30441 high technology with particular focus on underwatexr ronotics
‘ 3085] for ocean science, military applications, and industrial
tage points theat I wish to

3086 utilization. Tt is from these van

308 address you today.

P
ey

Nvern?”
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' .
2086 Exéecutive Oxder 12065 and its related laws and regulations i
N 9 3089| provide a broad spectrum of authority for federxal agencies ;
3090| to control national security information, both generated- %
3091|.within and outside the government. The balancing test !
i
!
3092| inherent in Executive Oxdexr 12065 in wny opinion provides the t
3093| essential context foxr determining access to vital ‘
3094 dinfoxrmation. I stxongly feel that the test is c¢crucial, a i
|
. . . . . L i
3095( c¢xucial mechanism for maintaining our national security., '
N +
: !
3096 whila at the same time providing foxr an informed and |
|
3097 knowledgeable citizenzxzy. f
o v §
3098 The negative impact American univexsities and c¢olleyes i
v . ;
3098] would Ffeel as a result of the trends in informatien control t
1
|
3100} suggested by the draft IExecutive Oxrder, =and by related i
3101 controls being iwmplemented by the Executive Branch of ;
P 3 . !
A 319021 government, in my opinion, will bhe profound. Ouxr nation has v
| v .. i
| . . ¢
| 3103] grcwn and prospered hecause of ils science and technology, :
) (
| R3104| the preeminence of which has depended historically upen the
|
1 3105] free flouw and ¢pen- exchange which has been well documanted
31068 by othexr testinmony, in my opinion, this norning. Without f
| 2107| this free flow of information, the develovment of new
! i
3108 nmouwledyge and competitive technology I helieve will be ]
3109 extraordinarily difficult. Extenzive testimony to this ’
31101 Congress and many documents attest to that assextion.
3111 Recent trends in reducing access to vital information
3112 related to our national security has ¢ertoinly given xisce To
:
!
A,t‘-'l“./‘\
L/
H
4
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he Congress, oo evidoneod
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by this and other hearings, the Kational Acadeny, the ARLS,

the Defense Scicence Board, the professional societies, +he

th
press, te only mention a few, each are addressing these
issues with sexious concern.

At the base of &all this, in my mind, is a very c¢rucial
idea. It is that information is itselsf knowledge; Even
more importantly, the very power that enables institutions
to function is hased upon that knowledge. Governmen
function because of knouledge derived from vital

information. Industries grow and eupand because of the

rrivate citizens,

\
\

information—-knowiedge connection. Ne, as
live our lives moxe creatively, effectively and productive
if we have open access to information and the Xnouledge
generated thexzefron. In my opinion, the genesiz of the
uced access to

national concern over the draft order and re

information is this information-Rnculedge-pouer triad.

i2
Q
o
rf‘
-~
<
v}

Several weeks ago I became awarzre of a ravwised Zuns

,.

hd

0]

<

Hr
N

P

Ozder. After veviewing a draft, I bacane acute 1y aua:
dramatic change iun the tone ¢f thaet order and of its
fundamental hypothesis. The draft zevercses trends well
established by the three pxeviéug Ezecutive Orde

The record in the Congress concerning these vital natte

has been well established and documented. For exanple, tThe

<
o]

Conmmitiee con Governmental

a2xatiens held a hecring .on Maxch

e e
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31334. 10th thal provide substantial and well-articulated tostinony
1/,\} )
im) 3139| about the c¢xrucial issues relating to the draft order. I

“3140] would like to notg rarticularly the testimony of Professor
3141 Mary M. Cheh. She spole insightfully about the problems
31421 that grow out of this new draft. She discussed effectively
3143} the dangers of erxing in the direction of secrecy. The

3144 Congressional Recoxrd, containing testimony of individuals on
3145 this committee and others, is filled with nany excellént

tha

ot

access to national securitvy

Q

3146 ] examples of the problems
3147 information is posing for our nation.

3148 If one could be assured that national securityv information
3149] were to bhe classified in only those caseslwhich cleaxrly and
3150 unquestiénably threaten our national security, and Further,

3151] if thexre was a clear and common understanding of what we

e,

QM) 3152 nean by national security, I don't think we wculd be here
3153 todav. It is the human interpretation of that matter that
3154 complicates this whole issue.
3155 There are some sectors of our society that feel that neu
3156 and substantial restrictions are required to protect the
3157 security of our nation. Othexs feel that openﬂass 15 ‘the
3158 central ingredient to national growth, developnent, zand even
3159 suxvival. These are teough guestions, I beliecve, and mavhe |
3160 even unans werable ones. Therefoxe, Mr. Chaizman, and
3161| committee menbers, I would like to propose a relatively
31§2 simple.but, I hope, con»tzuc\xvg suggestiocn.

£

e e it = e 3 oy
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We engaged in a life-threatening wez about 40 veaus ay

O
Y
e
3
:
s
3
-
oo
O

puring that time, the zole and inmpertance of national
security information became crystal clear. In -the weozld oFf

nations, uwe were younyg, and in many ways extraoxdinarily

,

naive, concerning the relationship bhetween information and
national security. As a consequence, lauws uWere passed and a
first Executive Order on MNational Secuxity wuas written. In
he ensuing time, other pieces of legislation uere enacted,
well kneun to this committee, Z£rom the Invention Secrecy ict
of 1951 through the Export Administration Act and so forth
and many otnexrs. These have been governnment's response to =
need to efiectively control information and, I believe,
therefore, Kknowledge, to ourxr best nationel interest. I

t that each of these Rets, regulations and Executive

4]

sugges
Ordexs uere often prepared in direct response to sone
specifig problen deerned vital to our national security.

Since World Hax II those items of infozmation‘vital to cux
national secuxity, and those itemns ol information vital to

the growth and vitality of our nation, have become so inter-

then. The

ck
0]
S

1

twined that it is alrost impossible teo separa
distinction is almost inmperceptible. The simplicity
inherent in a World War II intelligence problem is no longer

1

present in a world £illed with high technology, conputer

A
i

systens, complex manuiacturing systems, sophisticated

communication capabilities, nmicreelectronics and

cr
joy
e
-
tr
=
o}
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In short, that informaticn which is vital to our nationazl
security is also vital throuchout the industries and
institutions oif our country.

It is out of these perspectives that I believe it is <time

.

to pause, not te pass oxr issue new Executive Orxders, or
suggest neuw pieces of legislation to contrel information,
but to place the highest priorxity on a far-reaching naticnal
assessment of the role that information has in our national
security and will have in the future vitality of this
democracy. I suggest the Congress, in concert with the
President of the United States, establiszh a national
cémmission to address the problems we are discussing today.
Such would provide stzucture and Fform to the issues that we
are addressing on a nationuide bhasis.

The commission might examine the vazrious laws, orders and
acts which bear upon these issues and draw out those

essential ingredients thalt tzuly affect our national

-

security. Only after a careful analysis will we be able to
sure that regulations pxrotect that which nezeds protection,
leaving the greatest possible lotitude for intellectual,
econcmic and cocial development. A thoughtful and
cémpxehensive assessment will provide the Ffoundations thaot

will determine the health and strength of our countzxy for

generations to coma, I believe.

Such a cemnmission would necessarily be composed of the
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.

Congress, the Judiaia:y; the militany planngxg,bmimbers o
the national security comnunity, leadexrs of industry and
government, representatives of the academic world, the Free
press, and other ecually important sectors of this nation.
I uish to support strongly the National Academy of
Sciences and do not wish that this suggestion detract fron
the impoxrtance o£ that. In fact, it could build upon and
benefit substantially bv the work of the Mational Aca erV.
The timing is‘right, and the needs are clear. Many
sectors of cux soclety are vitally concerned that these
issues be fﬁlly addressed and zrzesolved. The concern which
has been s5¢ strongly erxpressed duxing the past weeXk suggest
we cease an opportunity to bring a sense of wholeness to our

-

national secuxity information proble » instead of the piece-
meal approach that I perxceive 1o have taken place in the

past four decades. The woxH of such a commission could lead
to xegulétions that could effectively address oux ﬁational

security needs while neither undermining the Ffundamental

rrecepts of our democracy noxr inhibiting the growth of

ﬂ

2chnology. In my opinion, this should be given

+
4]

science and
the highest priority of governmeni and should be addressed
immediately.
~
I am vexry grateful foxr the cpportunity to meet and talk

with vou today. As I have prepared for this session, I have

heen increasingly ovaruhelnasd by the Ffundarnental nature of
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the discuzsions in which we are engagon. IT ig nmy sineare

hope that the collective wrisdom of Congress can hbe brought
to bear in such a way that we address these issues directly
and comprehensively, and that out of these hearings and the
actions that I hope vou and your colleagues will take, our
nation will bring unity and a national understanding to the
control of national security information and 1its subsequent
impact on th= Knowledge base of ocur country.

Thank vou.

[The statement of Dr. Coxell Follows: ]
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Hr. C0L&.  Thank vou vaexy nuzih f£or an excellent statement.

w)
oo
851
<>

(;ﬁ 3281 I would like to hear next from Dr. Eduwuard CGexrjuoy FTrom the
2852] University of Pittshburgh, and representing the Anerican !

3253) Phaysical Society. ';

3254 Dr. Gerjuoy, uwelcome.

3256| STATEMENT OF EDWARD GERCUOY

3258 Gexr. As you were informed, I am testifying today as a

3259 representative of the American Physical Socielty, in mv

3260 capaclity as immediate past chailrman of the Scocietvy's panel
32611 on public affaizs.

3262 The Amexrican Physical Society, wuith over 30,000 menmbers,

3263 is the largest organization of professionally active

o
N

w

fas

oy

=

o

physicists in the woxld.. The Society’'s objective,

its constitution, is the advancenent

i

ated

ot

-
"y
o4

oxrliicitly s

&S]

%)
fay]
Ot

*

diffusion of the kRnowledge ¢f physics. This c¢bhiject s

[
[
o
jo

an
3267 furthered in vexry large part through the neetings and
3268{ publications the Society maintaing. Each year the Society
3269} conducts a varietv of meetings with a total attendance this
3270 past vear of about 20,000. The Society also pubklishes a
3271] number of physics journals, including the Physical Revieuw,

32721 vprobably the mest widely read and most prestigious phvsics

3273 journal in the moxrld.

3274 For these reasons. but slso because the Socielty and its
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3275 membszs axe geaulnely devoted to and have wonlked fox this
/ - - 'v. 13 s N b : - P . -
W 3276 nation's welfaxe, the American Physical Society has been

32771 concerned about recent attempis to restxict the flow of
3278 scientific iniornmation. The Society has formally ewpressed
32791 its views on proposad export controls in a lettexr to Geoxge
3280 Keywoxrth, Director of the Office of Science and Technology
3281 Policy. Houever; the Sociéty has not had the oppo:tunity to
32821 FTormulate precisely its viewus on the latest revisions tg
3283] President Reagan's draft Executive Ozxdexr on Nationa
‘ 3284 | Security Infcxrmation. Thexrefore, my presentation today of
‘ .
i 3285| the Amexican Physical Society views concentrates on export
|
| 3286] control issues.
3287 I am conFident, however, that the Society's views on the
3288! genexral subject of the impact of national secuxity
N 3289| consideratins on science and technology, when fornmulated,
§ 3290 will ke well indicated by the overall tenoxr of ny renarks on
3291 the moxe specific expoxrt control problemnm. I am eqﬁally
32921 confident that my testimony will be suvpoxrted by a vexy
22932 large masjority of the membexrs of the American Phsical
3294 Society.
3295 Now, neithexr the kmexican Physical Society nox I adhezxe
3296 the doctrinaire view that thexe should be no export
<

3297] centrols. Of course, governerment controls on exports of

32981 military weapons, or their blueprxints, axe needful to oux

3299 national security. But weapons are things. The community

t

kel
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i

-

ol Amnari ists accerts the need for expoxrt controls

e}
|33
o
"\:
T
l~
Q
f._.

<

on things-—-equipnrent, commodities, devices——-that have the

"'capacity foxr substantial utility in the conduct of

&

military operations.'?

In the past two yvears, however, the federal goveznment has

been attempting to extend its export controls from well-
defined cateygories of things to vexy broadly and
correspondingly vaguely—-defined éategoxies of scientific and
technical infcrmation, termed ''technical data'’ iﬁ the
export regulations.

These regulations also define ''exupoxrt'' very broadlw.
The present wegulations say that export of technical data
may occur through '‘oral exchanges of information in the

United States or abroad, or through the application to

jol

situations abroad of perxrsonal XKnowledge or technical
exparience acquired in the United States.'!

In othex words, the government apparently is proposing to

create a vast new category of unclassified vet scrnehouw

“m

restricted information, open to all IZmerican citimens, but
closed to fexeigners withoult federal authorization. .

Forbidden euports would include oral as well as wmritten

comnunications to foreign nationals.

2.

ety does not guarrzel with the

1
1923

The Awmerican Physical oC:

t

jovernnent's objective--preventing the spread of high

(s}

technology which could make a significant contribution +to

. —————
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"flow of such information to the Soviet Union.
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the pilitary potentiial of unirxiendly nationz. Howevay, iho

Sceiety does guosstion whether the governmenlt's present

anproach to this objective can achieve 1its goal without

.impeding the continued progress of BRwerican science and

thereby cdun%expxoductively weakening rathexr than
strengthening this nation.

In particular, the controli measures will very'likely
greatly hampex the free exchange of scientific information
betueen our oun nationals without greatly diminishing the
The Soviet
Union txgdes with and receives technical data frow Vestezrn
Europe and Japan, which togethexr have a vexry significant
scientific and technological base. But the hampering of
scientific communication between Americans may very greatly

danage Amnerican science which has flouzrished in cur opan

soclety.

In the neaxly 40 vears since UWorld War II, Soviet science,

like Soviet society, has been closely controlled.
Neverthaless, by any reasonable c¢rxiterion, the United States

continues to be sclentifically and technologically aheand oif

D
4

The very reason the government gives foz

n

the Soviet Union.

Kl

{

ely

o~

the proposed export controls, that the Russians despera

seek our science and technelougy, is evidence thalt we have

kept ahead.

.

Moreover, it is verw haxd to know what information should

[
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32350 he restricted. For example, the papexr that desczibes how a
i . . . . . . .
§'> 33511 laser night be built, published in the Physical Review in

3352 19548, and uwhich eventually earned its Bell Laboratories
3353 auth&x a Nobel Frize, almost certainly would not have been
3354] controlled at the time. HNobody visualized what a laser
3355 could do, and most people that that actually constructing a

3356 | woxking laser would be quite difficult, if not impossible.

3357| Nevertheless, a vear—and-a-half latex, a working laser was

33521 constructed by a Hughes RAizcraft group in California, not

3359 the original Bell Labs group, mind you, but by a grcup which

33601 was hardly known to the Bell Labs group.

3361 So I ask the gquestion, isn't it likely that Keeping the

3362 1858 Bell Labs papex secret, and hoping the Russians

r design, would have Dheen &

3363 wouldn't think of a workable lase
o ¥
) , |
s 33641 poor guarantee of our staying ahead than the course ue
t
3365¢ actually took, namely, letting the design be published and
)
. . @
3366{ relying on the xapid response of ouxr epen scientific society ]
3367) to keep us. in the forefront should lasers prove to be i

3368 mwmilitarily impoxtant, as they, indeed, turned out to be.

3369 Therefore, one has to asl, why tamper with scientific i
]

3370| practices that have Xept us ahcad. Why xrisk the duplication :
!

3371 of effort, the falsa starts that our present ¢pon systom of .
f .

|

33721 scientific communication haluns to avoid. Wwhy risk tho :
{

! i

32731 alienation, the loss of pleasure in doing research, the 1 !
i

3374{ migration of seizi

e othexy endeavers, thaco an

]
‘.{.
\l.l .
I
<t
1933
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3275 stengive cystem of bureaucxzatic centrols on publication

3376 might foster on Americon scientists. Why xrisk making it

3377| less likely than even now thet American high school

3378] graduates will bz inpelled to go into science instead of

3379 going into other areas, as they presently secem to want to
3380! do.

3381 : The administration should agrese thaﬁ it bears the burden
3382 of proof that the controls it proposes are necessary in

3383 genexal and in specific areas. The Arerican Physical

33841 Society esvecially stresses that at the vexry least, if the
3385] administration continues to insist that it must have new

3386 regulations controlling the transfer of technical

3387| infoxmation, then thess regulations should be prepared in {

33881 continucus consultation with representatives of t

-~
&) )
Ny 33891 scientific, educational and industrial communities, and not
3390 just by government agencies alone.
3391 The government should alseo recognize that the Amexrican

3392] scientific community is as patriotically dedicated Lo our

2393¢ Awmerican way of life and to keeping the United States securxe

33941 against militaxy threats as any segment of i

v

33951 society. Therefore, the administration should vpay very

(

3386| serious heed to the scientific comnmunity's Hnouledgeahle

3397 UIE

9]

rnings ahout *the dangaxs te our science inherent in

h

3398] newly proposed controels, and likewise should heed +ha

3299 informed warynin of American's equally patriotic and

A S e+ 4 o T Y £ o e . e g oy it e e o2 e e -
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3500 dedicated educgational and industricl resezrch colmunities
./.... @, . - A V
‘ b3 . ] ° . 3 -
LG 3401 about the dangexrs posed to them.

L)
hoe §
£
"
o+
o
o
’r..'
:3
o
I
o>

302 Houvi, befoxe c¢losing, I want to point out that

IB03!.delibexrately has made no reference to the possibilities that

1,

4
%,
S 2 e v e iy < e o e 8= = aren @ e

34041 the administration's proposed information controls are

34051 unconstit ional or may jeopardize the s 1@ Unitec
3405 constitut 1 or may jeopardize the postures ti U ted
3306 States has adopted concerning violations of human rights by
34071 the Soviet Union. I am not unaware of ox indifferent to

31081 these possibilities, hut I prefexr to leave them to other

34369 witnesses. My case 1is that the propesed infornation

.

3470} controls are unwise and will. be harmiful To the United States

3411] irrespective of constitutional and human wights

3412| considerations, and this is the only case I have tried to

3413 make.

o —— ——

A : .
S 3Ly I add, after hearinyg the previcus testimony, that
34315} evidently the peint of view I have gspoused is very <¢isse to
3416} Pbr. Rosenzwelg’s, and i1if I had to sumnmarize ny testimony in

IL171 a few words, I would say "'If it's not broken, don't fiwn

3ty it

ot
ot

3419 The Amexican Phvsical Scociety and T ank vou foxr this

3420| opportunity to testify.

321 [The statement of Dr. Gurjuoy Followus: ]
auzz
3423 EREEXKKKLK TNSERT 2 -2 %K O8N KOK KKK
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3Ly Mx. GORE. Thank vou foxr a £ine statement. We will hold :

5 I 3425| oux guestions until the panel is completed. i
L2606 Dx. John PMcLucas, Presiden:c of World Systers Pivision at

COMSAT, will go nexnt. And L might note foxr the recoxd that

¢

w
£
]
~J

328 ou have seen this subject frxrom the othexr side of the fence
Yy

3429] as Secretary of the Rir Fozce, and we are delighted to have

3430 your testimony here today, Dr. McLucas.
331 Please proceed.
3432

| 3433 STATEMNENT OF JOHN PMcLUCAS

33y ;

1

. {

3435 Pr. MCLUCAS. Thank vou, Mz. Chaizman. , i

i |
Today we have heard very often the woxd Y'balance'' as

w
e
w
G

|
\
/|
- - - - v » - f{
3437 principally a tzrzm to indicate the balance between national i
) - |
g 34381 security interesits and private interests of some of the \

34391 other parties affected by any changes in eithexr the lawus ozx

IuNe] reculations affecting transfex of information.

3ul5] only spokesman from industry. I should gqualify my remarks

:
]
i
34 As you have pointed out, I think I am in some balanced M
i\
34421 position myselzf. I have 16 ye2axs in govexnment and 20 in “
!
3443] private industry. p
I
‘\
I4uy I am speaking here today on this particular panel as tho .
: }
|
]

3446| by saying that T deoen't think I am a typical industrial

347l spokesman. I'm in the comnmunications business and this is

1

‘
Y

a strange animal in itself. End so, in oxder Tto get

Igug sort o

v
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. r . b -

the viewms of industzy, I donn't thinlk vou sheuld rely on na

®

We are also speaking here today bescause we are involved

_technology transfer outside the United S5tates. Our business

“

is the export of data, technical data, and consulting
sexvices, whereby we assist othex nations in taking

advantage of space technology and specifically

‘communicatcions satellite technology.

As everyvone Xnowus, the communications business is an
infrmation f£low kind of business, so it seems particulaxly

relevant that we include oux Kinds of activity in the revieuw

which you are conducting.

Mxr. GORE. Dx. licLucas, let me just say for the recoxd
that we invited the U.S. Chambér of Commexrce to conma and
they expressed the view that they really didn'f uwant to
address this dirxectly in tThis heazring, that it invelves the

3

governmant and university comnmunity predoninantly. Bu

1342

i

are delighted to have your unigque perspective on the issues,
so please proceed.
Dr. MNMCLUCAS. Thanll you.

As you all know. COMBAT is the U.S. represantative

'

designed by statute in both INTELSAT and INMAERSAT

lite orcenizations. Thesa are

 d

communication sate

international bodies with ain one case 106 members, and the

oy
o
o+
-
v
1
(&)

other with someuha But in anv case, we deal in oux

in

S memar reai e r et oy, e
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relaiionéhips with both IHTELSAT and INMARSA as wore ox
less the leading exponent of satellite technology. S50 fax
we have been able to maintain the technical lead in advising
INTELSAT in particulay on which dixecfion they should go in
future systems. INMARSAT being a younger organization, uwe
have nad less historv of working with them.

dealing in advanced

©
=

I should point out that while we ax

technology, the systems that I aw talking akout are not . -

military systems, and so we don't claim to be dealing in

ling with the

ot

military technology. But in the process of de:
U.S. Govexrnment wuith respect to thé data which me gaunzate,
we find ourselves in consultation with the 0ffice of
Munitions Control and the Department of Commerxce.

One point which I meant to mention eaxliex is that the

statute alsec demands of us that we help the United States to
bring the advantages of modexrn tazchnology to be used more

hroadly throughout the world. It is somewhat sinilaxr to the
Space 2ot which includes the concept that the U.S. will not

only maintain leadexship, but will make the benefits oif that

technology available +to the world at large. The Satellite

0]

T
KU

ot

contalins some of those same provisions.

In our case, whalt we are trxying to do a3 we discuss

-
-~

5.

H

subject is to balance the legitinmate interests o

e

industry to export their goods and services versus nationnl

e

security ohjectives of protecting the naiional interest.

i
i
i
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3498 put at the game time I should point out that COMSAT hasz
Tl . . - g 4 3
4 > 3500] another intexesi, nanmely, me oprerate something called the
p

3501{ COMSAT Laboratories which we think of as one of the most
3502| advanced communications labeocratories in the country, so we
1

3503! are very concerned with any restrictions that might be

3504 placed on the activity there.

3505 Now, let me talk foxr just a minute about some of the o i
3506| problems we have in dealing with the current environment

3507! having to do with technology ewupoxrt, and how we think

| . .
1 35081 solutions might be found.
3509 First of 2ll, I think that anv solution must include much

3510} interxaction between the governmenit side and the private

3511! side, particularly universities, laboratories, and industry,

3512| and iFf as good enough dialogue is maintained znong all these

£

\«) 3513 parties, I would hope that we will arxive at reasconable
3514 ansuers. ‘ » , i
3515 As we have seen the regulations that now exrist, and as ue

3516 have tried to workX within them, we are strxuck hy some of the

35171 difficulties of dealing in that systenm. Specifically, we

fo

3518} think that we could have a2 nmuch more sinple schewme of

pod

3519 xeviewing the material which isg of concexrn To the reviewing

3520 agencies and moxe specific lists of cxitical technology. We

w
621
[ae4
—

have trouble sometimes kKnowing whethex the technology we axe

talking about falls witil ox without the proscriptions that

=
b
P
put
=

[#3]
1
™

3523} have been laid dowmn. We think that we are fairly
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i
3524 sophisticated industrial types, and yet we have txrouble
P g
§F§ 3525 dealing with them., and we suspect that other people in
3526! industxry have similar difficulty. Could they not be written i
25271:in a more easily comprehensible Fforxm. ) L
3528 Many people might decide they wouldn't want to start doun
3529 =a given xoad 1f they Rnew what all the complications wexe of
3530] the path they are about to embark on. So we would propose
3531 that simple guidelines, that lists of cxitical technologies
3532| be such that the oxdinary pezson c¢ould deal with them, and
3533] esgpeciaolly we would propose that lists of critical
3534 technologies reguire frequent update. i
3535 Now, many of these things gradually fall into the public |
{i
3536 domain, and it is not productive to continue restrictions on H
. . . 3
3537 itens which have already becone nore ox less common !
o i
}
N 3538 knouwledge. U
353¢ Another problem we have is that ouxr requests IZrequently

S

3540 xeceive very slew attention. It is not uncommon fox us to

2541 wait a year ox tuwo forxr ansuwers to some of our requasts for
3542 release of information. If you'zre acting in a conpetitive
|
. v :
35431 world, a veax oxr two of delay can cextainly cool off the :
i
354y order of potential customexs. !
|
. : ?
3545 Es we have dealt with the individuals in the governmant on
]
3546 these subjects, we Ffind that fZrequently dealing with ouz |
!
. 3
3547 problems iz as collatexral dutv foxr the people in the E
3548 government. It seemns that if this is an . impoxrtant activity, !
' |
{
!

s
/

. Aggrbved For Release 2007/03/21 : CIA-RDP84B00274R000200040004-7 -
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3549 sowmehow the government agencies could ha staffed and Lfunded
£ . . s : . . . - . -
N d 38501 and organized 1n such 2 way that this type of review ccould
-

1

3551 be conducted more guickly.

3552 Ales, we must submit in each case a full contract about
35531 what we propose to do, and this ‘is very late in the gane.
3EBL| It means you have sat and negotiated with foreign parties
3555 and it cpmeé as a great shock to some cf them sometimes to
3556| find that in spite of the existence of this contract thexe
38571 axe still furxther impediments. So it would be bhetiter if we

3558} could get a tip off in the beginning that the road we arxe
2559 about to embarl on is nokt gocing to be approved.
3560 Fortunately, because of my previous government

3561 associations, I think I am in a batter position than most <o

3562| explorxe this informallv. But I can see that it might he a

real impediment to people who aren't so familiar with

f/
\
]
521
[
W

3561} MWashington.

3565 I am struck by the thousands of technieal subiescts that o
35466 the government would have to deaxal with in oxder tec do a good ;

3567 Jjob of reviewing tachnology transfer. I don"t envy those g

35681 whose lot it is to police what goes on between the thousands ;
3568 of companies in this country who do export and ‘the potential {

3570{ recipients on the othr side. Enéd vet, it seems to me that

2571, somehouw those listz of tTechrnology have to be narrowed down

357741 and made mnuch nore specific. It is incorceivable that the
3573 government c¢an review all technological activity in the U.S.
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and maintain .o position on whether that porticulax
technology could be exupoxted.
Now, let me say one noxr re nord about our laboratoxies
COMSAT Labs, as I have said,vregards itself as one of the
most advanced in-satellite c¢ommunications technoclogy, end

make our advances not only through our internal activity

by kaeplmq in ioucn with the broad sclenflxlo community.

is inconceivable to all of us, I think, to imagine a

whexreby we c¢ould. operate under confzola and

advances that we do. Although oux people axe smart, they

don't have any patent on knowuledge in the sateiiit— ‘field

and we learn a lot from others, both

in meetings and confexences, and the exchange of private

views on all the rest.

Speaking again from the industrzial side,

industry f£inds it vexy difficult to ceompete in many high
technology areas, and this is soxrt of as contra dlcrlon in
terms. On the one hand we think we are ahead of everyone

a numbexy of ouxr Iriends

else, and at the same time we see

o{hex countries, competing for business ovexsgeas wvhich uwe
would like tTo get. That demonstrations once again tha
scientific Enewledge and technical acumen is an
internaticenal enterprise and that we axre hard pressed nan

times to stay a2head o* people in othexr countries in theix

deliver hich technology at a price.

1bility to

sti1ll make the

I thinl that

. The

we-
DUT

It

SY5Cen

(&4

through wparticipation

g.S.

b4

b4

O S
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w
(o4
[t
-

with all the impediments thalt we hove, the competitive

06| disadvantages sometimes of highisr labor rates and all the

w
o3}

3601 rest, it is no advantage to us have the U.S. Government

o

impose othexr impediments to U.5. business obtaining ovexrseas

I

3602
3603} customers.
3604 I will just put in a P.35. to Dx. Frank Press' comment

3605} about the existence of his committee to explore this whole

3606 problem. I happen to sexve on that--it’s called the COSEPP

3607 Committee—-which will receive the rxeport of the panel which
3608] has been established. I look forward to some great

3609 enlightenment when that panel has submitited its results.

3616 Thank. you, HMxr. Chairman. ’ ;

3611 {The statement of Dr. Mclucas follous:] %

I

3612 5

e !
kw> 3613 ERFEKISKEKKE INSERT 2—3 KEREREIKKX %

u
g

£
~
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oa . s \ . o 4n . . - |
3614 Mrx. GGRE. Than¥ you very much, and thanks to all of vou. 3
N, :
) 3615 Mr. Walgre:
3616 Mr. HALGREXH. Thank vou, Mr. Chairman.
36177 I wish I had bezen able to be here throughout the morning
3618| to hear the presentations, so I will be brief.
3619 Dx. Gexrjuoy, I anm interested in your reference to the
| 3620} impact on engineers that might occuxr if we wuere to have a
3621} system of voluntary publication censorship. It is more. [
. N . . . " . N . *
3622) implied, I think, than developed in your statement.
3623 Do you feel that a voluntary censoxship system would
1
3624 really inpedsz us across the boarxd, particularly in ths ‘
4 ‘
3625 enginsexing area whexre we have 50 much to do in this
3626 country.
3627 Dr. GERJUOY. MWell, in genexal, I take it as a given, that
- 3628 if you impede comnunication Letwesn engineering research

3629 scientists, just as being physical scientists, yvou have t»

3631 going to cause people to taKe false starts, and vou'wze also

1

rfactions which

11§

3632 going to lose certain kinds of saci

3633| Congressman Brown refered Toc very eloguently, I thought, in
36341 the testimony inserited in the Congressionzl Record on
3635 rFebruaxy 25tn of this yeaxr.

3636 : " People do get a grealt deal of satisfaction out of

being

3637] able to talk to theix colleagues, to have their work

3632 appreciated, to see their woxk published, to feel that they

TN,
.\r\—‘}
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3639 have beaten out the whole world in a problem and kKnow that !
:"' . ’
iw} 3640 the whole world Knows about it. This is all paxrt of i1i%t.

3641 Now, a gzealt part of our university training is working

3642 with graduate students, and you don't develop these graduate i
3643 students in this country unless they have some real desire ’ ‘
3644 |] and hepe that a certain Rind of life will accrxrue to them if

3645) they do go on to science and engineering.

36406 I think it is clear that the kinds of restrictions. that
3647] are being talked about in this society axe of the kind that
3648| normally would tend to detract rather than atitract young

36491 studentg to the sciences and to engineexing. ALYl this

3650 togethexr I think has to have a deleterious effect.
3651 Now, one cannot do it cuantitatively. As I said in ny

3652 testimony, it is not a quantitative affaix. One has to have

J/ > )
. . R - - .- . i

\.. 36531 a gut feeling. But I think I xeally am representing the gut X
36541 feeliny of the enginzexring and scientific communitv in very

G < b ¥

3655 large measuze, and I urge, therefore, that somebedy listen.

[
!
4 . - « . . - 1
36561 I mean, therxe is a certain kind of mexilt in respvecting this v
: ‘ ‘
|
. , i

3657 kind of feeliny in & comnunity which is patriotic lile

36581 evexrybody else.

¥

& gquestion to the panel

x

3659 Mr. WALGRZM.  And then let me as

I660 as a whole.
3661 There was talk this merning about the need oi. the various

26621 sccecieties to make the £fixst suggestion ox to Jjoin in an

36631 evaluation ox what might be donz in this area ©of c¢ensouship
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X

Have any of youxr orxganizmations been asked to reoview any of

the administration's suggestions for zesctraint in this area,

or has there bheen nothing coming from the administration

Dx. GERJUOY. In my rzole as Chalrman of the Panel on
Pubiic.Affai;s.last year;Aand>ﬁoﬁtiﬁuing foﬂfollcm fﬁis,
they have actually engaged in a dialogyue with vaxrious
administrxation people and DOD and NSF and so on, and trying
to get this socxt ¢f review started.

How, I think it is going forward. I do want to say that

am encouraged—--Foxr instance. in setting up the forum, which

we hearxd about this morning, I think that is a vezry po

sitive
apprxoach. The Department c¢f Commerce has had conversations

with John Crowley, who 1is Executive Directoz of the
Association of Awerdican Universities, to set up a sinmilax
dialogue with Commerce. T don't know oif anything
specifically with State as vet.

I am disappointed that the forum has not had a widex
representation and is concentraited all in the universily
comnmunity, but thexre has not been a specific approach asking
us to xeview. The point I am trying to make is that thexe
is . a tendency forxr these to get set in concrete, and it may

he of interest that one of the FPresident's men who reviewuws

regulations~-T ought te have his name; I have his note hera--

I

e e e

e e
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has said that ha thinits 1T wourd be a very yood idea if the

A

administration did adopt an approach of having regulations

rromulgated. 1L

of this kind reviewed are can

speech which was made in Octobher.

Mx». GORE. Thank vou.
Othexrs on the panel?

Dxr. CORELL. Mot to mv knowledge has there been an

approach to the Land Grant ox Sea Grant university

associations. I know it is true of the Sea Grant comnunity.

I will double check for you with Robert Clodius, the

President of the Land Grant. But to the best of nmy

EKnowledge—-—and we have had sowne discussions—-the issue did not
refex to them. So to the best of my Knowledge, there has

been no contact with those twe associations.

Dr. MCLUCAS. I don't kncw of anv contacts, Mr.

Mr. WALGREH. Thank vou, Mr. Chaixnaz
Mir. GORE. Mr. Broun.
Mr. BROWHN. Mr, Cheirxmaen, vou xeferred eaxlier to the fact

of Commerce had not chosen to appear at

(9

that the Chambex

these hezsrings, which they haven't. 2ut I have *two letters,

b

one eaxlier This wonth, and one in a similar situation a
year ago, outlining their basic position uith zegaxrd *to

restrictions on technological trade. I would iike to

unanineus consent that tnese two lettexrs Ffrom the President

of the U.S. Chamber of Commexrce be includad in the record as

S Gt St d saa e ¢ e e i oap A o Smmn et~ s
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3% 14 an indication o¢f Theix position on this issue.
{Z) 3715 Mr. GORE. Bithout objection, we will put them in the

3716 recoxd.

3717 [The information follows: ]

3719 REXEKKKXEK COMMITTEE INSERT ¥HKXIKKKER

f(r‘\
N
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!
3720 iz, DBLOWN. Dxr. TiclLucas, T have boen concorzned aloul sone ;
J.f!' \"S i ) !
Lo ‘ 3721 specific cases of where we may have overly classified
3722 technical informaticn te the detziment ¢f our private
3723 industrial or economic development. I would like to
3724 specifically raise the issue which is godng to he debated
3725| fairly ewtensively in the neaxr futuze, having to do with the |
. . . . . - '
_ - 3726} classification of Eaxch resources satellite observing i
3727| technologies, which I think you are faixly familiar with. {
1
i
3728 Es you ¥now, we have & large anount of classificed !
37291 technology in this azea, and then we have the unclassified
3730] LRHDSART technology. He'xe in a situation where we perhaps
| 3731} might be on the verge of large—-scale commarcial applications
| 3732 and where we face a developing internstional conpetition |
| :
| N . . . i
| 3733 from ouxr friends, not ouxr enenies, in this case. !
e’ 3734 I wondex if you would comment, without being exhaustive, !
' |
\ . o . i
3735! as to whether oxr not the enistence of a large body of
. - |
3726] clacssified technology and data here, what the effect may :
]
3737( have had on the development both ¢f techneloay and policy i
3738 with regard to unclassified c¢ivilian applicaition in. this ?
: |
3739} field, both domestically znd ovexzsesa i
_ : b
3740 Dr. MCLUCAKS. Well, Mx. Brown, I think that the ewistoence !
. 3
3741 of »n laxge body of classified technology has had an effect !
37421 in, shall I say, teaching industzy how to extrapolate the [
|
37431 technology into new axeas. It seems To me that the support !
. . ; . o - . . S ;
. . . . i
37441 which the government hes given te cexrtain technologies of !
i
i
| !
T !
L ‘
o
{
1




R R R R RS R R RRRRRRRRRRRRRRRRRRRI R,

HAME:

3745

&

3746

3747

3748

3749

3750

3754

3756

3757

3
~J
(&3]
o]

73]
~]
83
(Ne]

Approved For Release 2007/03/21 : CIA-RDP84B00274R000200040004-7
HSTO083030 PAGE 160

that type could not have begen other than helniul to the
_indﬂstry as a whole, and theres is bound to bhe sone spin-off
from that in spite of the very security restrictionz that
apply.

I think that the fact that it is known that high
resolution photography has military significance has uorked
to the detriment of proper exploitatiéﬁ of LANDSAT 4ype of
natexrial. It seems to me that again we have to look fox
that balance., and in ny view, the balance can on;y be struck
by people who have a broad kEnowledge of the c¢ivilian needs
and also the military capabilitiez and the military threats
that the country faces. But I believe that moxe should have

and ¢ould have been done to make LANDSAT system nore

productive and that the results of those moxrs productive

s

Aéystems could have been very helpﬁul in a number of wavs to
the econony at large. .

Mz . BROWH. I have a feeling--and I'm speaking in ignoranc
of the classified inforxmation, o¢f course—-that the
considerations which may have led to this c¢lassification
were in the areavwhich Admiral Inman describsd as relating
to the national interest rather than the national security,
and vet I have no way pf determining thst gbsent access to

the £ull background on <this developnent. that is one of the

factors that leads me to ralilse the guestion of how inportant

decisions were Lo be made in this area.

T
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This cemmittes, of couxrse, has a long standing and & vexry
intense intexest in the commercialization of civilian space
technology, and the quasticn that arose in another
subcommittee is whether this commercialization of civilian-
space technology was being impeded oxr not impeded as the

case may be by the existence of this body of classified

tTechnology.

(2]

Dr. MCLUCAS. If T may say anothexr word on that, as I sai

earlier, I think the guidelines on what conztitutes

technology which should be closely held should bhe frequently

updated. Es the general technical coemmunity advances in

making highexr levels of teqhnélogy rractical, those
guidelines should shift and recognize that what was once
considered high resolution photegraphy is now just oxdinaxry
materxrial.

Mr. BROUN. Let me ask you ancther cuestion that again

boxdeirs on the national intexest versus the national

security area.

In the field of communications, this country has long been

& strong supportezx of what we call the free Flow of

-

infornation and has run afoul of the Jess developed, groun

77 specifically, on this concept of the MNew Woxld

ot

Infoxrmaticr Oxdexr. that they should be able to centrol the

flou of information essentially.

the guestion mith you as to the posture that this

T raise
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A 1.

placed in i€ uwe decide thav tThoy were righi arte

flowr of information in the sense that we are seeking to put

_restrictions on this hemorrhaging of scientific and

technical information that might be advexrsely used. 0f

course, that is exactly the argument that they use in

wanting to
countries,
well being.

Can yo

o

curtail the flow of information from theix

that it would be deletaerious ito their donmestic

u say scmething about that apparent contradiction?

Dxr. MCLUCAS. Hell, Mx. Broun, I view with the same al

as you any

I an very p

and I cexrta

‘1like you an

influence <

Mr. BR

fxr. licLucas

I woul

Congressman

your expexrt
publicly.

earliex

H

rroposed change in our posture in that resepect.’
roud of the posture that we have taken to date.
inly hope that it c¢an continue and that people
d 5thexs on this committee would use their

o Keep us on the straight and narroeu hexe.

OHN. e hope ouxr influence ¢an have that effact

.

[
i
¢
'{_.l
{

d 1like to thank our witnesses——-Mzr. C

!

.
avnre 0F

-~ RN . V) a

1i
v
o
ol

d

A

7

Judd CGregg has-nade Tthe commiti

ise and ha wvanted o sav those kind woxds

o

He has an obligation at anothe commi,ttee. He

here, of course. and uanted *te bhe hack fox this

b4
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panal but could not.
I would like to thank ail of you for joining us and.

indeed, the other witnesses who have been with us throughout

the day as well. We will continue oux interest in this

subject and thanks to all the witnesses.

The hearing is adjourned.

[Hhereupon, at 1:06 p.m., the subcommittees adjourned. ]
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